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CVE CVE-2018-19358
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-18 19:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description ** DISPUTED ** GNOME Keyring through 3.28.2 allows local users to retrieve login credentials via a Secret Service API ca

/ |

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gnome Gnome-keyring All All All All

1|

References

Reference Source
Bug #1780365 “Credentials located in gnome-keyring can be compro...” : Bugs : gnome-keyring package : Ubuntu MISC

1652194 — (CVE-2018-19358) CVE-2018-19358 gnome-keyring: login credentials retrieval via a Secret Service APl call MISC

Credentials located in gnome-keyring can be compromised easily. (#5) - Issues - GNOME / gnome-keyring - GitLab MISC
GitHub - sungjungk/keyring_crack MISC
Credentials located in gnome-keyring can be compromised easily - YouTube MISC
CVE Program record CVE.ORG
NVD vulnerability detail NVD

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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https://cve.report/
https://cve.report/CVE-2018-19358/mitre
https://cve.report/CVE-2018-19358/nist
https://cve.report/CVE-2018-19358/cve_org
https://cve.report/api/cve/CVE-2018-19358.json
https://cve.report/CVE-2018-19358.pdf
http://cve.report/vendor/gnome
http://cve.report/software/gnome/gnome-keyring
https://bugs.launchpad.net/ubuntu/+source/gnome-keyring/+bug/1780365
https://bugzilla.redhat.com/show_bug.cgi?id=1652194#c8
https://gitlab.gnome.org/GNOME/gnome-keyring/-/issues/5#note_1876550
https://github.com/sungjungk/keyring_crack
https://www.youtube.com/watch?v=Do4E9ZQaPck
https://www.cve.org/CVERecord?id=CVE-2018-19358
https://nvd.nist.gov/vuln/detail/CVE-2018-19358
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