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Summary

CVE CVE-2018-19367

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-20 09:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Portainer through 1.19.2 provides an API endpoint (/api/users/admin/check) to verify that the admin user is already created. This API endpoint will return 404 if admin was not created and 204 if it was already created. Attackers can set an admin password in the 404 case.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Portainer Portainer All All All All

References

Reference Source Link

Responsible Disclosure - Check if admin already created by a public API endpoint · Issue #2475 · portainer/portainer · GitHub MISC github.com

GitHub - lichti/shodan-portainer: This script search at shodan for portainer poorly configured and vulnerable MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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