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CVE CVE-2018-19391
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-15 16:29:00 UTC
Updated 2019-03-15 17:40:00 UTC
Description Cobham Satcom Sailor 250 and 500 devices before 1.25 contained persistent XSS, which could be exploited by an unauthe
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cobham Satcom Sailor 250 - All All All
Hardware Cobham Satcom Sailor 250 - All All All
Operating System Cobham Satcom Sailor 250 Firmware All All All All
Operating System Cobham Satcom Sailor 250 Firmware All All All All
Hardware Cobham Satcom Sailor 500 - All All All
Hardware Cobham Satcom Sailor 500 - All All All
Operating System Cobham Satcom Sailor 500 Firmware All All All All
Operating System Cobham Satcom Sailor 500 Firmware All All All All
Reference

CVE-2018-19391: The Cobham Satcom Sailor 250 and Sailor 500 devices contained a persistent Cross Site Scripting (XSS) vulnerability, whi
CyberSKR - Cyber Security Consultancy
CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2018-19391/mitre
https://cve.report/CVE-2018-19391/nist
https://cve.report/CVE-2018-19391/cve_org
https://cve.report/CVE-2018-19391.pdf
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_250
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_250
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_250_firmware
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_250_firmware
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_500
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_500
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_500_firmware
http://cve.report/vendor/cobham
http://cve.report/software/cobham/satcom_sailor_500_firmware
https://gist.github.com/CyberSKR/f6fc93702b9b9b73afa07877d1479fe0
https://cyberskr.com/blog/cobham-satcom-250-500.html
https://www.cve.org/CVERecord?id=CVE-2018-19391
https://nvd.nist.gov/vuln/detail/CVE-2018-19391

There are currently no legacy QID mappings associated with this CVE.
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