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Summary

CVE CVE-2018-19392

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-15 16:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Cobham Satcom Sailor 250 and 500 devices before 1.25 contained an unauthenticated password reset vulnerability. This could allow modification of any user account's password (including the default "admin" account), without prior knowledge of their password. All that is required is knowledge of the username and attack vector (/index.lua?pageID=Administration usernameAdmChange, passwordAdmChange1, and passwordAdmChange2 fields).

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cobham Satcom Sailor 250 - All All All

Hardware Cobham Satcom Sailor 250 - All All All

Operating System Cobham Satcom Sailor 250 Firmware All All All All

Operating System Cobham Satcom Sailor 250 Firmware All All All All

Hardware Cobham Satcom Sailor 500 - All All All

Hardware Cobham Satcom Sailor 500 - All All All

Operating System Cobham Satcom Sailor 500 Firmware All All All All

Operating System Cobham Satcom Sailor 500 Firmware All All All All

References
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CVE-2018-19392: The Cobham Satcom Sailor 250 and Sailor 500 devices contained an unauthenticated password reset vulnerability. This could allow them to modify any user account's password (including the default "admin" account), without prior knowledge of their password. All that is required is knowledge of the username and attack vector. · GitHub

CyberSKR - Cyber Security Consultancy

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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