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Summary

CVE CVE-2018-19394

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-15 16:29:00 UTC

Updated 2019-03-15 17:34:00 UTC

Description Cobham Satcom Sailor 800 and 900 devices contained persistent XSS, which required administrative access to exploit. The vulnerability was exploitable by acquiring a copy of the device's configuration file, inserting an XSS payload into a relevant field (e.g., Satellite name), and then restoring the malicious configuration file.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cobham Satcom Sailor 800 - All All All

Hardware Cobham Satcom Sailor 800 - All All All

Operating System Cobham Satcom Sailor 800 Firmware - All All All

Operating System Cobham Satcom Sailor 800 Firmware - All All All

Hardware Cobham Satcom Sailor 900 - All All All

Hardware Cobham Satcom Sailor 900 - All All All

Operating System Cobham Satcom Sailor 900 Firmware - All All All

Operating System Cobham Satcom Sailor 900 Firmware - All All All

References

Reference

CyberSKR - Cyber Security Consultancy

CVE-2018-19394: The Cobham Satcom Sailor 800 and Sailor 900 devices contained a persistent Cross Site Scripting (XSS) vulnerability. · GitHub

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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