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CVE CVE-2018-19478
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-02 18:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description In Artifex Ghostscript before 9.26, a carefully crafted PDF file can trigger an extremely long running computation when pars
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Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Artifex Ghostscript All All All All

Application Artifex Ghostscript All All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All
References

Reference

[SECURITY] [DLA 1620-1] ghostscript security update

git.ghostscript.com Git - ghostpdl.git/commitdiff

History of Ghostscript versions 9.n

Access Denied

Malformed Request

git.ghostscript.com Git - ghostpd|.git/commitdiff

1655607 — (CVE-2018-19478) CVE-2018-19478 ghostscript: Attempting to open a carefully crafted PDF file results in long-running computatic
CVE Program record

NVD vulnerability detail
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https://cve.report/
https://cve.report/CVE-2018-19478/mitre
https://cve.report/CVE-2018-19478/nist
https://cve.report/CVE-2018-19478/cve_org
https://cve.report/CVE-2018-19478.pdf
http://cve.report/vendor/artifex
http://cve.report/software/artifex/ghostscript
http://cve.report/vendor/artifex
http://cve.report/software/artifex/ghostscript
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
https://lists.debian.org/debian-lts-announce/2018/12/msg00019.html
http://git.ghostscript.com/?p=ghostpdl.git%253Ba=commitdiff%253Bh=0a7e5a1c309fa0911b892fa40996a7d55d90bace
https://www.ghostscript.com/doc/9.26/History9.htm
https://bugs.ghostscript.com/show_bug.cgi?id=699856
http://www.securityfocus.com/bid/106445
http://git.ghostscript.com/?p=ghostpdl.git;a=commitdiff;h=0a7e5a1c309fa0911b892fa40996a7d55d90bace
https://bugzilla.redhat.com/show_bug.cgi?id=1655607
https://www.cve.org/CVERecord?id=CVE-2018-19478
https://nvd.nist.gov/vuln/detail/CVE-2018-19478

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

671112 EulerOS Security Update for ghostscript (EulerOS-SA-2019-2370)
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