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Summary

CVE CVE-2018-19524

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-03-21 16:00:00 UTC

Updated 2019-05-08 20:29:00 UTC

Description An issue was discovered on Shenzhen Skyworth DT741 Converged Intelligent Terminal (G/EPON+IPTV) SDOTBGN1, DT721-cb SDOTBGN1, and DT741-cb SDOTBGN1 devices. A long password to the Web_passwd function allows remote attackers to cause a denial of service (segmentation fault) or achieve unauthenticated remote code execution because of control of registers S0 through S4 and T4 through T7.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Skyworthdigital Dt721-cb - All All All

Hardware Skyworthdigital Dt721-cb - All All All

Operating System Skyworthdigital Dt721-cb Firmware sdotbgn1 All All All

Operating System Skyworthdigital Dt721-cb Firmware sdotbgn1 All All All

Hardware Skyworthdigital Dt740 - All All All

Hardware Skyworthdigital Dt740 - All All All

Operating System Skyworthdigital Dt740 Firmware sdotbgn1 All All All

Operating System Skyworthdigital Dt740 Firmware sdotbgn1 All All All

Hardware Skyworthdigital Dt741-cb - All All All

Hardware Skyworthdigital Dt741-cb - All All All

Operating System Skyworthdigital Dt741-cb Firmware sdotbgn1 All All All

Operating System Skyworthdigital Dt741-cb Firmware sdotbgn1 All All All
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Bugtraq: KSA-DEV-001: CVE-2018-19524 : StackOverflow in Multiple Skyworth GPON HomeGateways and Optical Network terminals.

IT Security

Full Disclosure: KSA-DEV-001: CVE-2018-19524 : StackOverflow in Multiple Skyworth GPON HomeGateways and Optical Network terminals.

s3curityb3ast.github.io/KSA-Dev-001.md

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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