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In Exiv2 0.26 and previous versions, PngChunk::readRawProfile in pngchunk_int.cpp may cause a denial of service (applic.
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Source

UBUNTU

MLIST

MLIST

Link

usn.ubt

lists.del

lists.del


https://cve.report/
https://cve.report/CVE-2018-19535/mitre
https://cve.report/CVE-2018-19535/nist
https://cve.report/CVE-2018-19535/cve_org
https://cve.report/api/cve/CVE-2018-19535.json
https://cve.report/CVE-2018-19535.pdf
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/exiv2
http://cve.report/software/exiv2/exiv2
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_desktop
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_server
http://cve.report/vendor/redhat
http://cve.report/software/redhat/enterprise_linux_workstation
https://usn.ubuntu.com/4056-1/
https://lists.debian.org/debian-lts-announce/2023/01/msg00004.html
https://lists.debian.org/debian-lts-announce/2019/02/msg00038.html

Fix Issue #428 by piponazo - Pull Request #430 - Exiv2/exiv2 - GitHub MISC github.c
Red Hat Customer Portal REDHAT  access
CVE-2018-19535: AddressSanitizer: heap-buffer-overflow at pngchunk_int.cpp:635 - Issue #428 - Exiv2/exiv2 - GitHub  MISC github.c
CVE Program record CVE.ORG www.c\
NVD vulnerability detail NVD nvd.nis
Jl | |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings |

181464 Debian Security Update for exiv2 (DLA 3265-1)

377485 Alibaba Cloud Linux Security Update for exiv2 (ALINUX2-SA-2019:0103)
671123 EulerOS Security Update for exiv2 (EulerOS-SA-2019-2144)

755087 SUSE Enterprise Linux Security Update for exiv2 (SUSE-SU-2023:4070-1)
940399 AlmalLinux Security Update for exiv2 (ALSA-2020:1577)

960313 Rocky Linux Security Update for exiv2 (RLSA-2020:1577)
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