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Summary

CVE CVE-2018-19589

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-04-09 17:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Incorrect Access Controls of Security Officer (SO) in PKCS11 R2 provider that ships with the Utimaco CryptoServer HSM product package allows an SO authenticated to a slot to retrieve attributes of keys marked as private keys in external key storage, and also delete keys marked as private keys in external key storage. This compromises the availability of all keys configured with external key storage and may result in an economic attack in which the attacker denies legitimate users access to keys while maintaining possession of an encrypted copy (blob) of the external key store for ransom. This attack has been dubbed reverse ransomware attack and may be executed via a physical connection to the CryptoServer or remote connection if SSH or remote access to LAN CryptoServer has been compromised. The Confidentiality and Integrity of the affected keys, however, remain untarnished.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Utimaco Securityserver Cse - All All All

Hardware Utimaco Securityserver Cse - All All All

Operating System Utimaco Securityserver Cse Firmware All All All All

Operating System Utimaco Securityserver Cse Firmware All All All All

References

Reference Source Link Tags

Utimaco Portal - CVE-2018-19589 - PKCS#11 Security Officer Rights - Security Advisories CONFIRM support.hsm.utimaco.com Vendor Advisory

Does an HSM guarantee cryptographic key security? MISC www.linkedin.com Exploit, Technical Description, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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