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Summary

CVE CVE-2018-19592

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-09-27 16:15:00 UTC

Updated 2019-10-01 18:46:00 UTC

Description The "CLink4Service" service is installed with Corsair Link 4.9.7.35 with insecure permissions by default. This allows unprivileged users to take control of the service and execute commands in the context of NT AUTHORITY\SYSTEM, leading to total system takeover, a similar issue to CVE-2018-12441.

Risk And Classification

Problem Types: CWE-276

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Corsair Axi - All All All

Hardware Corsair Axi - All All All

Hardware Corsair Commander Mini - All All All

Hardware Corsair Commander Mini - All All All

Hardware Corsair Commander Pro - All All All

Hardware Corsair Commander Pro - All All All

Hardware Corsair H100i - All All All

Hardware Corsair H100i - All All All

Hardware Corsair H100i Gtx - All All All

Hardware Corsair H100i Gtx - All All All

Hardware Corsair H100i V2 - All All All

Hardware Corsair H100i V2 - All All All

Hardware Corsair H110i - All All All

Hardware Corsair H110i - All All All

Hardware Corsair H110i Gt - All All All

Hardware Corsair H110i Gt - All All All

Hardware Corsair H110i Gtx - All All All
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Hardware Corsair H110i Gtx - All All All

Hardware Corsair H110i Gtx - All All All

Hardware Corsair H115i - All All All

Hardware Corsair H115i - All All All

Hardware Corsair H80i - All All All

Hardware Corsair H80i - All All All

Hardware Corsair H80i Gt - All All All

Hardware Corsair H80i Gt - All All All

Hardware Corsair H80i V2 - All All All

Hardware Corsair H80i V2 - All All All

Hardware Corsair Hxi - All All All

Hardware Corsair Hxi - All All All

Hardware Corsair Lighting Node Pro - All All All

Hardware Corsair Lighting Node Pro - All All All

Operating System Corsair Link 4.9.7.35 All All All

Operating System Corsair Link 4.9.7.35 All All All

Hardware Corsair Rm - All All All

Hardware Corsair Rm - All All All

Hardware Corsair Rmi - All All All

Hardware Corsair Rmi - All All All

Hardware Corsair X99 - All All All

Hardware Corsair X99 - All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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