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CVE CVE-2018-19615
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-26 21:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description Rockwell Automation Allen-Bradley PowerMonitor 1000 all versions. A remote attacker could inject arbitrary code into a targ
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Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Rockwellautomation Powermonitor 1000 - All All All

Hardware Rockwellautomation Powermonitor 1000 - All All All

Operating System Rockwellautomation Powermonitor 1000 Firmware 1408-em3a-ent_b All All All

Operating System Rockwellautomation Powermonitor 1000 Firmware 1408-em3a-ent_b All All All
References

Reference Source Link

Rockwell Automation Allen-Bradley PowerMonitor 1000 - Cross-Site Scripting - Hardware webapps Exploit EXPLOIT-DB  www.exploit-db.c

Rockwell Automation Allen-Bradley PowerMonitor Multiple Security Vulnerabilities BID www.securityfoc

Rockwell Automation Allen-Bradley PowerMonitor 1000 XSS ~ Packet Storm MISC packetstormsect

Dell Kace K1000 Systems Management Appliance Multiple Security Vulnerabilities BID www.securityfoc

Rockwell Automation Allen-Bradley PowerMonitor 1000 | ICS-CERT MISC ics-cert.us-cert.g

CVE Program record CVE.ORG Www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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