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State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-11-29 05:29:00 UTC
Updated 2023-11-07 02:55:00 UTC
Description A stack-based buffer overflow in the find_green() function of dcraw through 9.28, as used in ufraw-batch and many other pr

/ |
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Dcraw Project Dcraw All All All All

Operating System Suse Suse Linux Enterprise Desktop 12 sp3 All All

Operating System Suse Suse Linux Enterprise Desktop 12 sp4 All All

Operating System Suse Suse Linux Enterprise Desktop 12 sp3 All All

Operating System Suse Suse Linux Enterprise Desktop 12 sp4 All All

Operating System Suse Suse Linux Enterprise Server 11 sp4 All All

Operating System Suse Suse Linux Enterprise Server 12 sp3 All All

Operating System Suse Suse Linux Enterprise Server 12 sp4 All All

Operating System Suse Suse Linux Enterprise Server 11 sp4 All All

Operating System Suse Suse Linux Enterprise Server 12 sp3 All All

Operating System Suse Suse Linux Enterprise Server 12 sp4 All All

Reference Source Link

#890086 - ufraw: CVE-2018-19655: stack buffer overflow while running ufraw-batch - Debian Bug report logs  MISC bugs.debian.org
[SECURITY] Fedora 31 Update: dcraw-9.28.0-9.fc31 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraprojec
[SECURITY] Fedora 32 Update: dcraw-9.28.0-9.fc32 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraprojec
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[SECURITY] Fedora 30 Update: dcraw-9.28.0-9.fc30 - package-announce - Fedora Mailing-Lists
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

752153 SUSE Enterprise Linux Security Update for dcraw (SUSE-SU-2022:1749-1)
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