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Summary

CVE CVE-2018-19790

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-18 22:29:00 UTC

Updated 2023-11-07 02:55:00 UTC

Description An open redirect was discovered in Symfony 2.7.x before 2.7.50, 2.8.x before 2.8.49, 3.x before 3.4.20, 4.0.x before 4.0.15, 4.1.x before 4.1.9 and 4.2.x before 4.2.1. By using backslashes in the `_failure_path` input field of login forms, an attacker can work around the redirection target restrictions and effectively redirect the user to any domain after login.

Risk And Classification

Problem Types: CWE-601

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 28 All All All

Application Sensiolabs Symfony All All All All

Application Sensiolabs Symfony All All All All

References

Reference Source Link

[SECURITY] Fedora 28 Update: php-symfony-2.8.49-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Symfony Local File Include and Open Redirection Vulnerabilities BID www.securityfocus.com

[SECURITY] [DLA 1707-1] symfony security update MLIST lists.debian.org

CVE-2018-19790: Open Redirect Vulnerability when using Security\Http (Symfony Blog) CONFIRM symfony.com

[SECURITY] Fedora 28 Update: php-symfony3-3.4.20-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 28 Update: php-symfony4-4.0.15-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Bugtraq: [SECURITY] [DSA 4441-1] symfony security update BUGTRAQ seclists.org

[SECURITY] Fedora 28 Update: php-symfony3-3.4.20-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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Debian -- Security Information -- DSA-4441-1 symfony DEBIAN www.debian.org

[SECURITY] Fedora 28 Update: php-symfony-2.8.49-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

[SECURITY] Fedora 28 Update: php-symfony4-4.0.15-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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