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CVE-2018-19840

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

cssaomvrcLrrnumsucaman Gertain versions of Ubuntu Linux from Canonical contain the foIIowing
vulnerability:

The function WavpackPackInit in pack_utils.c in libwavpack.a in
WavPack through 5.1.0 allows attackers to cause a denial-of-service
(resource exhaustion caused by an infinite loop) via a crafted wav
audio file because WavpackSetConfiguration64 mishandles a sample
rate of zero.

CVE-2018-19840 has been assigned by [¥] cve@mitre.org to track the vulnerability - currently rated as severity.
CVSS3 Score: [SISEMEDIUM)
Attack Attack Privileges User
Vector Complexity Required Interaction
Low [NONE_
Scope Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE | [ HIGH |
CVSS2 Score: [#SEMEDIUM)
Access Access Authentication
Vector Complexity
[NONE
Confidentiality Integrity Availability
Impact Impact Impact
[ NONE | [ NONE |

CVE References

Description Tags Link
[SECURITY] Fedora 28 FEDORA FEDORA-2019-235c682f35

Update: wavpack-5.1.0-
12.fc28 - package-

.......... [ DRSS W DT


https://cve.report/
https://cve.report/CVE-2018-19840/mitre
https://cve.report/CVE-2018-19840/nist
https://cve.report/CVE-2018-19840/cve_org
https://cve.report/CVE-2018-19840.pdf
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/cvsscalc.php
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/WVVKOBJR5APOB3KWUWJ4UWQHUBZQL6C6/

dririourice - reaord wianiry-

Lists

Infinite loop when ) MISC github.com/dbry/WavPack/issues/53
block_samples==0 using

wavpack - Issue #53 - text/html

dbry/WavPack - GitHub

USN-3839-1: WavPack Third Party Advisory ® UBUNTU USN-3839-1

vulnerabilities | Ubuntu

security notices text/html

issue #53: error out on zero ) MisC

sample rate - Third Party Advisory github.com/dbry/WavPack/commit/070ef6f138956d9ea9612e69586152339dbefe51
dbry/WavPack@070ef6f -

GitHub text/html

Slackware Security Advisory FEEGECLEIIASTIN [ MISC packetstormsecurity.com/files/155743/Slackware-Security-Advisory-
- wavpack Updates = text/html wavpack-Updates.html
Packet Storm

[SECURITY] Fedora 30 Third Party Advisory % FEDORA FEDORA-2019-1315f2dc3a
Update: wavpack-5.1.0- lists.fedoraproject.org

12.fc30 - package- text/html

announce - Fedora Mailing-

Lists

WavPack: Multiple security.gentoo.org £ GENTOO GLSA-202007-19
vulnerabilities (GLSA text/html

202007-19) — Gentoo

security

[SECURITY] Fedora 31 lists.fedoraproject.org %% FEDORA FEDORA-2020-e55567b6be
Update: mingw-wavpack- text/html

5.1.0-9.fc31 - package-
announce - Fedora Mailing-

Lists
Bugtraq: [slackware- seclists.org BUGTRAQ 20191219 [slackware-security] wavpack (SSA:2019-353-01)
security] wavpack text/html

(SSA:2019-353-01)

[security-announce] Third Party Advisory ) SUSE openSUSE-SU-2019:1145
openSUSE-SU-2019:1145- lists.opensuse.org

1: moderate: Security text/html

update f

[SECURITY] Fedora 30 lists.fedoraproject.org % FEDORA FEDORA-2020-73274c9df4
Update: mingw-wavpack- text/html

5.1.0-9.fc30 - package-
announce - Fedora Mailing-

Lists

[SECURITY] [DLA 2525-1] lists.debian.org (@ MLIST [debian-lts-announce] 20210115 [SECURITY] [DLA 2525-1] wavpack
wavpack security update text/html security update

[SECURITY] Fedora 29 Third Party Advisory & FEDORA FEDORA-2019-88f264563f

Update: wavpack-5.1.0- lists.fedoraproject.org

12.fc29 - package- text/html

announce - Fedora Mailing-

Lists

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.


https://github.com/dbry/WavPack/issues/53
https://usn.ubuntu.com/3839-1/
https://github.com/dbry/WavPack/commit/070ef6f138956d9ea9612e69586152339dbefe51
http://packetstormsecurity.com/files/155743/Slackware-Security-Advisory-wavpack-Updates.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/NZGXJUHCGQI6XKLCBUZHXPYIIWMFWA22/
https://security.gentoo.org/glsa/202007-19
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/6CFFFWIWALGQPKINRDW3PRGRD5LOLGZA/
https://seclists.org/bugtraq/2019/Dec/37
http://lists.opensuse.org/opensuse-security-announce/2019-04/msg00029.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BRWQNE3TH5UF64IKHKKHVCHJHUOVKJUH/
https://lists.debian.org/debian-lts-announce/2021/01/msg00013.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/3BLSOEVEKF4VNNVNZ2AN46BJUT4TGVWT/
mailto:%20comment@cve.report

Related QID Numbers

501275 Alpine Linux Security Update for wavpack

940370 AlmaLinux Security Update for wavpack (ALSA-2020:1581)

960220 Rocky Linux Security Update for wavpack (RLSA-2020:1581)

377577 Alibaba Cloud Linux Security Update for wavpack (ALINUX3-SA-2022:0061)

750394 OpenSUSE Security Update for wavpack (openSUSE-SU-2021:0154-1)

750395 OpenSUSE Security Update for wavpack (openSUSE-SU-2021:0153-1)

Known Affected Configurations (CPE V2.3)
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http://cve.report/qid/377577
http://cve.report/qid/501275
http://cve.report/qid/750394
http://cve.report/qid/750395
http://cve.report/qid/940370
http://cve.report/qid/960220
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/canonical
http://cve.report/software/canonical/ubuntu_linux
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/fedoraproject
http://cve.report/software/fedoraproject/fedora
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap
http://cve.report/vendor/opensuse
http://cve.report/software/opensuse/leap

Application Wavpack Wavpack Al Al All All

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:16.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:18.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:14.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:16.04:*:*:*:lts:*:*:*:

cpe:2.3:0:canonical:ubuntu_linux:18.04:*:*:*:lts:*:*:*:

cpe:2.3:0:fedoraproject:fedora:28:*:*:*:*:*:*:*:

cpe:2.3:0:fedoraproject:fedora:29:*:*:*:*:*:*:*:

cpe:2.3:0:fedoraproject:fedora:30:*:*:*:*:*:*:*:

cpe:2.3:0:fedoraproject:fedora:28:*:*:*:*:*:*:*:

cpe:2.3:0:fedoraproject:fedora:30:*:*:*:*:*:*:*:

cpe:2.3:0:0pensuse:leap:15.0: ™

cpe:2.3:0:0pensuse:leap:15.0: ™

dkakLk kL kR kLK,

cpe:2.3:a:wavpack:wavpack:

No vendor comments have been submitted for this CVE
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