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Summary

CVE CVE-2018-19860

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-07 17:29:00 UTC

Updated 2020-08-24 17:37:00 UTC

Description Broadcom firmware before summer 2014 on Nexus 5 BCM4335C0 2012-12-11, Raspberry Pi 3 BCM43438A1 2014-06-02, and unspecifed other devices does not properly restrict LMP commnds and executes certain memory contents upon receiving an LMP command, as demonstrated by executing an HCI command.

Risk And Classification

Problem Types: CWE-732

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Broadcom Bcm4335c0 - All All All

Hardware Broadcom Bcm4335c0 - All All All

Operating System Broadcom Bcm4335c0 Firmware 2012-12-11 All All All

Operating System Broadcom Bcm4335c0 Firmware 2012-12-11 All All All

Hardware Broadcom Bcm43438a1 - All All All

Hardware Broadcom Bcm43438a1 - All All All

Operating System Broadcom Bcm43438a1 Firmware 2014-06-02 All All All

Operating System Broadcom Bcm43438a1 Firmware 2014-06-02 All All All

Hardware Cypress Cyw20702a1kwfbg - All All All

Hardware Cypress Cyw20702a1kwfbg - All All All

Hardware Cypress Cyw20702a1kwfbgt - All All All

Hardware Cypress Cyw20702a1kwfbgt - All All All

Operating System Cypress Cyw20702a1kwfbgt Firmware - All All All

Operating System Cypress Cyw20702a1kwfbgt Firmware - All All All

Operating System Cypress Cyw20702a1kwfbg Firmware - All All All

Operating System Cypress Cyw20702a1kwfbg Firmware - All All All

Hardware Cypress Cyw20702b0kwfbg - All All All
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