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Summary

CVE CVE-2018-19969

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-11 17:29:00 UTC

Updated 2019-04-22 14:10:00 UTC

Description phpMyAdmin 4.7.x and 4.8.x versions prior to 4.8.4 are affected by a series of CSRF flaws. By deceiving a user into clicking on a crafted URL, it is possible to perform harmful SQL operations such as renaming databases, creating new tables/routines, deleting designer pages, adding/deleting users, updating user passwords, killing SQL processes, etc.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Phpmyadmin Phpmyadmin All All All All

Application Phpmyadmin Phpmyadmin All All All All

Application Phpmyadmin Phpmyadmin All All All All

References

Reference Source Link Tags

phpMyAdmin: Multiple vulnerabilities (GLSA 201904-16) — Gentoo security GENTOO security.gentoo.org Third Party Advisory

phpMyAdmin CVE-2018-19969 Multiple Cross Site Request Forgery Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

phpMyAdmin - Security - PMASA-2018-7 CONFIRM www.phpmyadmin.net Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

501152 Alpine Linux Security Update for phpmyadmin

710168 Gentoo Linux phpMyAdmin Multiple vulnerabilities (GLSA 201904-16)
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