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Summary
CVE CVE-2018-19971
State PUBLIC
Assigner cve@mitre.org
Source Priority CVE Program / NVD first with legacy fallback
Published 2019-04-16 19:29:00 UTC
Updated 2020-08-24 17:37:00 UTC
Description JFrog Artifactory Pro 6.5.9 has Incorrect Access Control.

Risk And Classification

Problem Types: CWE-345

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update
Application Jfrog Artifactory 6.5.9 All
Application Jfrog Artifactory 6.5.9 All

References

Edition

All

All

Language
All

All

Reference

full-disclosure - [FD] CVE-2018-19971: JFrog Artifactory Pro SAML SSO signature validation error
Full Disclosure: CVE-2018-19971: JFrog Artifactory Pro SAML SSO signature validation error
JFrog Artifactory SAML SSO Signature CVE-2018-19971 Security Bypass Vulnerability

JFrog Artifactory Pro 6.5.9 Signature Validation ~ Packet Storm

Version jfrog-artifactory-pro-zip/6.5.13 - jfrog

CVE Program record

NVD vulnerability detail

1]

Source

MISC

FULLDISC

BID

MISC

MISC

CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

Link

lists.openwall.net
seclists.org
www.securityfocus.com
packetstormsecurity.com
bintray.com

WWwWW.Cve.org

nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2018-19971/mitre
https://cve.report/CVE-2018-19971/nist
https://cve.report/CVE-2018-19971/cve_org
https://cve.report/api/cve/CVE-2018-19971.json
https://cve.report/CVE-2018-19971.pdf
http://cve.report/vendor/jfrog
http://cve.report/software/jfrog/artifactory
http://cve.report/vendor/jfrog
http://cve.report/software/jfrog/artifactory
https://lists.openwall.net/full-disclosure/2019/03/19/3
http://seclists.org/fulldisclosure/2019/Mar/34
http://www.securityfocus.com/bid/107518
http://packetstormsecurity.com/files/152137/JFrog-Artifactory-Pro-6.5.9-Signature-Validation.html
https://bintray.com/jfrog/artifactory-pro/jfrog-artifactory-pro-zip/6.5.13#release
https://www.cve.org/CVERecord?id=CVE-2018-19971
https://nvd.nist.gov/vuln/detail/CVE-2018-19971
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