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Summary

CVE CVE-2018-19983

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-09 19:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description An issue was discovered on Sigma Design Z-Wave S0 through S2 devices. An attacker first prepares a Z-Wave frame-transmission program (e.g., Z-Wave PC Controller, OpenZWave, CC1110, etc.). Next, the attacker conducts a DoS attack against the Z-Wave S0 Security version product by continuously sending divided "Nonce Get (0x98 0x81)" frames. The reason for dividing the "Nonce Get" frame is that, in security version S0, when a node receives a "Nonce Get" frame, the node produces a random new nonce and sends it to the Src node of the received "Nonce Get" frame. After the nonce value is generated and transmitted, the node transitions to wait mode. At this time, when "Nonce Get" is received again, the node discards the previous nonce value and generates a random nonce again. Therefore, because the frame is encrypted with previous nonce value, the received normal frame cannot be decrypted.

Risk And Classification

Problem Types: CWE-330

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Silabs Z-wave S0 - All All All

Hardware Silabs Z-wave S0 - All All All

Operating System Silabs Z-wave S0 Firmware - All All All

Operating System Silabs Z-wave S0 Firmware - All All All

Hardware Silabs Z-wave S2 - All All All

Hardware Silabs Z-wave S2 - All All All

Operating System Silabs Z-wave S2 Firmware - All All All

Operating System Silabs Z-wave S2 Firmware - All All All

References

Reference Source Link Tags

CVE/2 at master · min1233/CVE · GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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