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Summary

CVE CVE-2018-19987

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-13 14:29:00 UTC

Updated 2023-04-26 19:27:00 UTC

Description D-Link DIR-822 Rev.B 202KRb06, DIR-822 Rev.C 3.10B06, DIR-860L Rev.B 2.03.B03, DIR-868L Rev.B 2.05B02, DIR-880L Rev.A 1.20B01_01_i3se_BETA, and DIR-890L Rev.A 1.21B02_BETA devices mishandle IsAccessPoint in /HNAP1/SetAccessPointMode. In the SetAccessPointMode.php source code, the IsAccessPoint parameter is saved in the ShellPath script file without any regex checking. After the script file is executed, the command injection occurs. A vulnerable /HNAP1/SetAccessPointMode XML message could have shell metacharacters in the IsAccessPoint element such as the `telnetd` string.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware D-link Dir-818lw - All All All

Hardware D-link Dir-818lw - All All All

Operating System D-link Dir-818lw Firmware 2.05.b03 All All All

Operating System D-link Dir-818lw Firmware 2.05.b03 All All All

Hardware D-link Dir-822 - All All All

Hardware D-link Dir-822 - All All All

Operating System D-link Dir-822 Firmware 202krb06 All All All

Operating System D-link Dir-822 Firmware 3.10b06 All All All

Operating System D-link Dir-822 Firmware 202krb06 All All All

Operating System D-link Dir-822 Firmware 3.10b06 All All All

Hardware D-link Dir-860l - All All All

Hardware D-link Dir-860l - All All All

Operating System D-link Dir-860l Firmware 2.03.b03 All All All

Operating System D-link Dir-860l Firmware 2.03.b03 All All All

Hardware D-link Dir-868l - All All All

Hardware D-link Dir-868l - All All All

Operating System D-link Dir-868l Firmware 2.05b02 All All All
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Operating System D-link Dir-868l Firmware 2.05b02 All All All

Operating System D-link Dir-868l Firmware 2.05b02 All All All

Hardware D-link Dir-880l - All All All

Hardware D-link Dir-880l - All All All

Operating System D-link Dir-880l Firmware 1.20b01_01_i3se beta All All

Operating System D-link Dir-880l Firmware 1.20b01_01_i3se beta All All

Hardware D-link Dir-890l/r - All All All

Operating System D-link Dir-890l/r Firmware 1.21b02 beta All All

Hardware D-link Dir-890l/r - All All All

Hardware D-link Dir-890l/r - All All All

Operating System D-link Dir-890l/r Firmware 1.21b02 beta All All

Operating System D-link Dir-890l/r Firmware 1.21b02 beta All All

Hardware Dlink Dir-818lw - All All All

Hardware Dlink Dir-822 - All All All

Operating System Dlink Dir-822 Firmware 3.10b06 All All All

Hardware Dlink Dir-860l - All All All

Hardware Dlink Dir-868l - All All All

Hardware Dlink Dir-880l - All All All

Hardware Dlink Dir-890l/r - All All All

References

Reference Source Link Tags

CVE/CVE-2018-19986 - 19990 at master · pr0v3rbs/CVE · GitHub MISC github.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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