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Summary

CVE CVE-2018-1999010

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-23 15:29:00 UTC

Updated 2019-03-27 19:11:00 UTC

Description FFmpeg before commit cced03dd667a5df6df8fd40d8de0bff477ee02e8 contains multiple out of array access vulnerabilities in the mms protocol that can result in attackers accessing out of bound data. This attack appear to be exploitable via network connectivity. This vulnerability appears to have been fixed in cced03dd667a5df6df8fd40d8de0bff477ee02e8 and later.

Risk And Classification

Problem Types: CWE-125

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Ffmpeg Ffmpeg All All All All

Application Ffmpeg Ffmpeg All All All All

References

Reference Source Link Tags

avformat/mms: Add missing chunksize check · FFmpeg/FFmpeg@cced03d · GitHub CONFIRM github.com Patch, Third Party Advisory

[SECURITY] [DLA 1630-1] libav security update MLIST lists.debian.org Third Party Advisory

FFmpeg Multiple Security Vulnerabilities BID www.securityfocus.com Third Party Advisory, VDB Entry

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500902 Alpine Linux Security Update for ffmpeg
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