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CVE CVE-2018-1999011
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
Published 2018-07-23 15:29:00 UTC
Updated 2019-05-23 11:29:00 UTC

Description FFmpeg before commit 2b46ebdbff1d8dec7a3d8ea280a612b91a582869 contains a Buffer Overflow vulnerability in asf_o f
i

/ |

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ffmpeg Ffmpeg All All All All

Reference Source Link Tags
Debian -- Security Information -- DSA-4449-1 ffmpeg DEBIAN www.debian.org

avformat/asfdec_o: Check size_bmp more fully - FFmpeg/FFmpeg@2b46ebd - GitHub  CONFIRM  github.com Issue Tracki
Bugtraq: [SECURITY] [DSA 4449-1] ffmpeg security update BUGTRAQ seclists.org

FFmpeg Multiple Security Vulnerabilities BID www.securityfocus.com  Third Party /
CVE Program record CVE.ORG  www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, al
(| |

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

500902 Alpine Linux Security Update for ffmpeg

502272 Alpine Linux Security Update for ffmpeg4
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https://www.debian.org/security/2019/dsa-4449
https://github.com/FFmpeg/FFmpeg/commit/2b46ebdbff1d8dec7a3d8ea280a612b91a582869
https://seclists.org/bugtraq/2019/May/60
http://www.securityfocus.com/bid/104896
https://www.cve.org/CVERecord?id=CVE-2018-1999011
https://nvd.nist.gov/vuln/detail/CVE-2018-1999011
http://cve.report/qid/500902
http://cve.report/qid/502272

504 /45 Alpine LInux Security Update for frmpeg

504763 Alpine Linux Security Update for ffmpeg4
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