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Summary

CVE CVE-2018-1999019

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-23 15:29:00 UTC

Updated 2019-09-17 17:07:00 UTC

Description Chamilo LMS version 11.x contains an Unserialization vulnerability in the "hash" GET parameter for the api endpoint located at /webservices/api/v2.php that can result in Unauthenticated remote code execution. This attack appear to be exploitable via a simple GET request to the api endpoint. This vulnerability appears to have been fixed in After commit 0de84700648f098c1fbf6b807dee28ec640efe62.

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Chamilo Chamilo Lms 1.11.0 - All All

Application Chamilo Chamilo Lms 1.11.0 alpha2 All All

Application Chamilo Chamilo Lms 1.11.0 beta1 All All

Application Chamilo Chamilo Lms 1.11.0 beta2 All All

Application Chamilo Chamilo Lms 1.11.0 beta3 All All

Application Chamilo Chamilo Lms 1.11.0 beta4 All All

Application Chamilo Chamilo Lms 1.11.0 beta5 All All

Application Chamilo Chamilo Lms 1.11.0 beta6 All All

Application Chamilo Chamilo Lms 1.11.0 beta7 All All

Application Chamilo Chamilo Lms 1.11.0 rc1 All All

Application Chamilo Chamilo Lms 1.11.2 All All All

Application Chamilo Chamilo Lms 1.11.4 - All All

Application Chamilo Chamilo Lms 1.11.4 alpha1 All All

Application Chamilo Chamilo Lms 1.11.4 alpha2 All All

Application Chamilo Chamilo Lms 1.11.4 beta1 All All

Application Chamilo Chamilo Lms 1.11.4 rc1 All All

Application Chamilo Chamilo Lms 1.11.6 - All All
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Application Chamilo Chamilo Lms 1.11.6 - All All

Application Chamilo Chamilo Lms 1.11.6 alpha1 All All

Application Chamilo Chamilo Lms 1.11.8 - All All

Application Chamilo Chamilo Lms 1.11.8 rc1 All All

Application Chamilo Chamilo Lms 1.11.0 - All All

Application Chamilo Chamilo Lms 1.11.0 alpha2 All All

Application Chamilo Chamilo Lms 1.11.0 beta1 All All

Application Chamilo Chamilo Lms 1.11.0 beta2 All All

Application Chamilo Chamilo Lms 1.11.0 beta3 All All

Application Chamilo Chamilo Lms 1.11.0 beta4 All All

Application Chamilo Chamilo Lms 1.11.0 beta5 All All

Application Chamilo Chamilo Lms 1.11.0 beta6 All All

Application Chamilo Chamilo Lms 1.11.0 beta7 All All

Application Chamilo Chamilo Lms 1.11.0 rc1 All All

Application Chamilo Chamilo Lms 1.11.2 All All All

Application Chamilo Chamilo Lms 1.11.4 - All All

Application Chamilo Chamilo Lms 1.11.4 alpha1 All All

Application Chamilo Chamilo Lms 1.11.4 alpha2 All All

Application Chamilo Chamilo Lms 1.11.4 beta1 All All

Application Chamilo Chamilo Lms 1.11.4 rc1 All All

Application Chamilo Chamilo Lms 1.11.6 - All All

Application Chamilo Chamilo Lms 1.11.6 alpha1 All All

Application Chamilo Chamilo Lms 1.11.8 - All All

Application Chamilo Chamilo Lms 1.11.8 rc1 All All

References

Reference Source Link Tags

Capture — ImgBB MISC ibb.co Mailing List, Third Party Advisory

Security fix #2532 · chamilo/chamilo-lms@0de8470 · GitHub CONFIRM github.com Patch, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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