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Chamilo LMS version 11.x contains an Unserialization vulnerability in the "hash" GET parameter for the api endpoint locate

| 1|

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Chamilo Chamilo Lms 1.11.0 - All All
Chamilo Chamilo Lms 1.11.0 alpha2 All All
Chamilo Chamilo Lms 1.11.0 betal All All
Chamilo Chamilo Lms 1.11.0 beta2 All All
Chamilo Chamilo Lms 1.11.0 beta3 All All
Chamilo Chamilo Lms 1.11.0 beta4 All All
Chamilo Chamilo Lms 1.11.0 betab All All
Chamilo Chamilo Lms 1.11.0 betab All All
Chamilo Chamilo Lms 1.11.0 beta7 All All
Chamilo Chamilo Lms 1.11.0 rci All All
Chamilo Chamilo Lms 1.11.2 All All All
Chamilo Chamilo Lms 1.11.4 - All All
Chamilo Chamilo Lms 1.11.4 alphai All All
Chamilo Chamilo Lms 1.11.4 alpha2 All All
Chamilo Chamilo Lms 1.11.4 betal All All
Chamilo Chamilo Lms 1.11.4 rci All All
Chamilo Chamilo Lms 1.11.6 - All All
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Application Chamilo Chamilo Lms 1.11.6 alphat All All
Application Chamilo Chamilo Lms 1.11.8 - All All
Application Chamilo Chamilo Lms 1.11.8 rci All All
Application Chamilo Chamilo Lms 1.11.0 - All All
Application Chamilo Chamilo Lms 1.11.0 alpha2 All All
Application Chamilo Chamilo Lms 1.11.0 betal All All
Application Chamilo Chamilo Lms 1.11.0 beta2 All All
Application Chamilo Chamilo Lms 1.11.0 beta3 All All
Application Chamilo Chamilo Lms 1.11.0 beta4 All All
Application Chamilo Chamilo Lms 1.11.0 beta5 All All
Application Chamilo Chamilo Lms 1.11.0 beta6 All All
Application Chamilo Chamilo Lms 1.11.0 beta7 All All
Application Chamilo Chamilo Lms 1.11.0 rci All All
Application Chamilo Chamilo Lms 1.11.2 All All All
Application Chamilo Chamilo Lms 1.11.4 - All All
Application Chamilo Chamilo Lms 1.11.4 alphat All All
Application Chamilo Chamilo Lms 1.11.4 alpha2 All All
Application Chamilo Chamilo Lms 1.11.4 betal All All
Application Chamilo Chamilo Lms 1.11.4 rci All All
Application Chamilo Chamilo Lms 1.11.6 - All All
Application Chamilo Chamilo Lms 1.11.6 alphat All All
Application Chamilo Chamilo Lms 1.11.8 - All All
Application Chamilo Chamilo Lms 1.11.8 rcl All All
Reference Source Link Tags

Capture — ImgBB MISC ibb.co Mailing List, Third Party Advisory
Security fix #2532 - chamilo/chamilo-Ims@0de8470 - GitHub CONFIRM  github.com Patch, Third Party Advisory
CVE Program record CVE.ORG  www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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