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Summary

CVE CVE-2018-20173

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-17 08:29:00 UTC

Updated 2021-05-04 15:07:00 UTC

Description Zoho ManageEngine OpManager 12.3 before 123238 allows SQL injection via the getGraphData API.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Opmanager 12.3 12300 All All

Application Zohocorp Manageengine Opmanager 12.3 123001 All All

Application Zohocorp Manageengine Opmanager 12.3 123002 All All

Application Zohocorp Manageengine Opmanager 12.3 123003 All All

Application Zohocorp Manageengine Opmanager 12.3 123004 All All

Application Zohocorp Manageengine Opmanager 12.3 123005 All All

Application Zohocorp Manageengine Opmanager 12.3 123006 All All

Application Zohocorp Manageengine Opmanager 12.3 123007 All All

Application Zohocorp Manageengine Opmanager 12.3 123008 All All

Application Zohocorp Manageengine Opmanager 12.3 123009 All All

Application Zohocorp Manageengine Opmanager 12.3 123010 All All

Application Zohocorp Manageengine Opmanager 12.3 123011 All All

Application Zohocorp Manageengine Opmanager 12.3 123012 All All

Application Zohocorp Manageengine Opmanager 12.3 123013 All All

Application Zohocorp Manageengine Opmanager 12.3 123014 All All

Application Zohocorp Manageengine Opmanager 12.3 123015 All All

Application Zohocorp Manageengine Opmanager 12.3 123021 All All
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Application Zohocorp Manageengine Opmanager 12.3 123022 All All

Application Zohocorp Manageengine Opmanager 12.3 123023 All All

Application Zohocorp Manageengine Opmanager 12.3 123024 All All

Application Zohocorp Manageengine Opmanager 12.3 123025 All All

Application Zohocorp Manageengine Opmanager 12.3 123026 All All

Application Zohocorp Manageengine Opmanager 12.3 123027 All All

Application Zohocorp Manageengine Opmanager 12.3 123028 All All

Application Zohocorp Manageengine Opmanager 12.3 123029 All All

Application Zohocorp Manageengine Opmanager 12.3 123030 All All

Application Zohocorp Manageengine Opmanager 12.3 123031 All All

Application Zohocorp Manageengine Opmanager 12.3 123032 All All

Application Zohocorp Manageengine Opmanager 12.3 123033 All All

Application Zohocorp Manageengine Opmanager 12.3 123034 All All

Application Zohocorp Manageengine Opmanager 12.3 123035 All All

Application Zohocorp Manageengine Opmanager 12.3 123036 All All

Application Zohocorp Manageengine Opmanager 12.3 123037 All All

Application Zohocorp Manageengine Opmanager 12.3 123043 All All

Application Zohocorp Manageengine Opmanager 12.3 123044 All All

Application Zohocorp Manageengine Opmanager 12.3 123045 All All

Application Zohocorp Manageengine Opmanager 12.3 123046 All All

Application Zohocorp Manageengine Opmanager 12.3 123047 All All

Application Zohocorp Manageengine Opmanager 12.3 123048 All All

Application Zohocorp Manageengine Opmanager 12.3 123049 All All

Application Zohocorp Manageengine Opmanager 12.3 123050 All All

Application Zohocorp Manageengine Opmanager 12.3 123051 All All

Application Zohocorp Manageengine Opmanager 12.3 123052 All All

Application Zohocorp Manageengine Opmanager 12.3 123053 All All

Application Zohocorp Manageengine Opmanager 12.3 123054 All All

Application Zohocorp Manageengine Opmanager 12.3 123055 All All

Application Zohocorp Manageengine Opmanager 12.3 123056 All All

Application Zohocorp Manageengine Opmanager 12.3 123057 All All

Application Zohocorp Manageengine Opmanager 12.3 123062 All All

Application Zohocorp Manageengine Opmanager 12.3 123063 All All

Application Zohocorp Manageengine Opmanager 12.3 123064 All All

Application Zohocorp Manageengine Opmanager 12.3 123065 All All

Application Zohocorp Manageengine Opmanager 12.3 123066 All All
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Application Zohocorp Manageengine Opmanager 12.3 123066 All All

Application Zohocorp Manageengine Opmanager 12.3 123067 All All

Application Zohocorp Manageengine Opmanager 12.3 123068 All All

Application Zohocorp Manageengine Opmanager 12.3 123069 All All

Application Zohocorp Manageengine Opmanager 12.3 123070 All All

Application Zohocorp Manageengine Opmanager 12.3 123076 All All

Application Zohocorp Manageengine Opmanager 12.3 123077 All All

Application Zohocorp Manageengine Opmanager 12.3 123078 All All

Application Zohocorp Manageengine Opmanager 12.3 123079 All All

Application Zohocorp Manageengine Opmanager 12.3 123080 All All

Application Zohocorp Manageengine Opmanager 12.3 123081 All All

Application Zohocorp Manageengine Opmanager 12.3 123082 All All

Application Zohocorp Manageengine Opmanager 12.3 123083 All All

Application Zohocorp Manageengine Opmanager 12.3 123084 All All

Application Zohocorp Manageengine Opmanager 12.3 123086 All All

Application Zohocorp Manageengine Opmanager 12.3 123090 All All

Application Zohocorp Manageengine Opmanager 12.3 123091 All All

Application Zohocorp Manageengine Opmanager 12.3 123092 All All

Application Zohocorp Manageengine Opmanager 12.3 123192 All All

Application Zohocorp Manageengine Opmanager 12.3 123193 All All

Application Zohocorp Manageengine Opmanager 12.3 123194 All All

Application Zohocorp Manageengine Opmanager 12.3 123195 All All

Application Zohocorp Manageengine Opmanager 12.3 123196 All All

Application Zohocorp Manageengine Opmanager 12.3 123197 All All

Application Zohocorp Manageengine Opmanager 12.3 123198 All All

Application Zohocorp Manageengine Opmanager 12.3 123204 All All

Application Zohocorp Manageengine Opmanager 12.3 123205 All All

Application Zohocorp Manageengine Opmanager 12.3 123206 All All

Application Zohocorp Manageengine Opmanager 12.3 123207 All All

Application Zohocorp Manageengine Opmanager 12.3 123208 All All

Application Zohocorp Manageengine Opmanager 12.3 123222 All All

Application Zohocorp Manageengine Opmanager 12.3 123223 All All

Application Zohocorp Manageengine Opmanager 12.3 123224 All All

Application Zohocorp Manageengine Opmanager 12.3 123229 All All

Application Zohocorp Manageengine Opmanager 12.3 123230 All All

Application Zohocorp Manageengine Opmanager 12.3 123231 All All
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Application Zohocorp Manageengine Opmanager 12.3 123237 All All

Application Zohocorp Manageengine Opmanager 12.3 build12300 All All

Application Zohocorp Manageengine Opmanager 12.3 build123001 All All

Application Zohocorp Manageengine Opmanager 12.3 build123002 All All

Application Zohocorp Manageengine Opmanager 12.3 build123003 All All

Application Zohocorp Manageengine Opmanager 12.3 build123004 All All

Application Zohocorp Manageengine Opmanager 12.3 build123005 All All

Application Zohocorp Manageengine Opmanager 12.3 build123006 All All

Application Zohocorp Manageengine Opmanager 12.3 build123007 All All

Application Zohocorp Manageengine Opmanager 12.3 build123008 All All

Application Zohocorp Manageengine Opmanager 12.3 build123009 All All

Application Zohocorp Manageengine Opmanager 12.3 build123010 All All

Application Zohocorp Manageengine Opmanager 12.3 build123011 All All

Application Zohocorp Manageengine Opmanager 12.3 build123012 All All

Application Zohocorp Manageengine Opmanager 12.3 build123013 All All

Application Zohocorp Manageengine Opmanager 12.3 build123014 All All

Application Zohocorp Manageengine Opmanager 12.3 build123015 All All

Application Zohocorp Manageengine Opmanager 12.3 build123021 All All

Application Zohocorp Manageengine Opmanager 12.3 build123022 All All

Application Zohocorp Manageengine Opmanager 12.3 build123023 All All

Application Zohocorp Manageengine Opmanager 12.3 build123024 All All

Application Zohocorp Manageengine Opmanager 12.3 build123025 All All

Application Zohocorp Manageengine Opmanager 12.3 build123026 All All

Application Zohocorp Manageengine Opmanager 12.3 build123027 All All

Application Zohocorp Manageengine Opmanager 12.3 build123028 All All

Application Zohocorp Manageengine Opmanager 12.3 build123029 All All

Application Zohocorp Manageengine Opmanager 12.3 build123030 All All

Application Zohocorp Manageengine Opmanager 12.3 build123031 All All

Application Zohocorp Manageengine Opmanager 12.3 build123032 All All

Application Zohocorp Manageengine Opmanager 12.3 build123033 All All

Application Zohocorp Manageengine Opmanager 12.3 build123034 All All

Application Zohocorp Manageengine Opmanager 12.3 build123035 All All

Application Zohocorp Manageengine Opmanager 12.3 build123036 All All

Application Zohocorp Manageengine Opmanager 12.3 build123037 All All

Application Zohocorp Manageengine Opmanager 12.3 build123043 All All
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Application Zohocorp Manageengine Opmanager 12.3 build123044 All All

Application Zohocorp Manageengine Opmanager 12.3 build123045 All All

Application Zohocorp Manageengine Opmanager 12.3 build123046 All All

Application Zohocorp Manageengine Opmanager 12.3 build123047 All All

Application Zohocorp Manageengine Opmanager 12.3 build123048 All All

Application Zohocorp Manageengine Opmanager 12.3 build123049 All All

Application Zohocorp Manageengine Opmanager 12.3 build123050 All All

Application Zohocorp Manageengine Opmanager 12.3 build123051 All All

Application Zohocorp Manageengine Opmanager 12.3 build123052 All All

Application Zohocorp Manageengine Opmanager 12.3 build123053 All All

Application Zohocorp Manageengine Opmanager 12.3 build123054 All All

Application Zohocorp Manageengine Opmanager 12.3 build123055 All All

Application Zohocorp Manageengine Opmanager 12.3 build123056 All All

Application Zohocorp Manageengine Opmanager 12.3 build123057 All All

Application Zohocorp Manageengine Opmanager 12.3 build123062 All All

Application Zohocorp Manageengine Opmanager 12.3 build123063 All All

Application Zohocorp Manageengine Opmanager 12.3 build123064 All All

Application Zohocorp Manageengine Opmanager 12.3 build123065 All All

Application Zohocorp Manageengine Opmanager 12.3 build123066 All All

Application Zohocorp Manageengine Opmanager 12.3 build123067 All All

Application Zohocorp Manageengine Opmanager 12.3 build123068 All All

Application Zohocorp Manageengine Opmanager 12.3 build123069 All All

Application Zohocorp Manageengine Opmanager 12.3 build123070 All All

Application Zohocorp Manageengine Opmanager 12.3 build123076 All All

Application Zohocorp Manageengine Opmanager 12.3 build123077 All All

Application Zohocorp Manageengine Opmanager 12.3 build123078 All All

Application Zohocorp Manageengine Opmanager 12.3 build123079 All All

Application Zohocorp Manageengine Opmanager 12.3 build123080 All All

Application Zohocorp Manageengine Opmanager 12.3 build123081 All All

Application Zohocorp Manageengine Opmanager 12.3 build123082 All All

Application Zohocorp Manageengine Opmanager 12.3 build123083 All All

Application Zohocorp Manageengine Opmanager 12.3 build123084 All All

Application Zohocorp Manageengine Opmanager 12.3 build123086 All All

Application Zohocorp Manageengine Opmanager 12.3 build123090 All All

Application Zohocorp Manageengine Opmanager 12.3 build123091 All All

Application Zohocorp Manageengine Opmanager 12.3 build123092 All All
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