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Summary

CVE CVE-2018-20242

State PUBLIC

Assigner security@apache.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-02-11 21:29:00 UTC

Updated 2023-11-07 02:56:00 UTC

Description A carefully crafted URL could trigger an XSS vulnerability on Apache JSPWiki, from versions up to 2.10.5, which could lead to session hijacking.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Jspwiki All All All All

References

Reference Source Link Tags

Apache JSPWiki CVE-2018-20242 Cross Site Scripting Vulnerability BID www.securityfocus.com Third Party Advisory, VDB Entry

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org Mailing List, Vendor Advisory

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! MLIST lists.apache.org

Pony Mail! lists.apache.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

https://cve.report/
https://cve.report/CVE-2018-20242/mitre
https://cve.report/CVE-2018-20242/nist
https://cve.report/CVE-2018-20242/cve_org
https://cve.report/api/cve/CVE-2018-20242.json
https://cve.report/CVE-2018-20242.pdf
http://cve.report/vendor/apache
http://cve.report/software/apache/jspwiki
http://www.securityfocus.com/bid/106804
https://lists.apache.org/thread.html/8ee4644432c0a433c5c514a57d940cf6dcb0a0094acd97b36290f0b4%2540%253Cuser.jspwiki.apache.org%253E
https://lists.apache.org/thread.html/8ee4644432c0a433c5c514a57d940cf6dcb0a0094acd97b36290f0b4@%253Cuser.jspwiki.apache.org%253E
https://lists.apache.org/thread.html/e42d6e93384d4a33e939989cd00ea2a06ccf1e7bb1e6bdd3bf5187c1%2540%253Ccommits.jspwiki.apache.org%253E
https://lists.apache.org/thread.html/e42d6e93384d4a33e939989cd00ea2a06ccf1e7bb1e6bdd3bf5187c1@%253Ccommits.jspwiki.apache.org%253E
https://lists.apache.org/thread.html/aac253cfc33c0429b528e2fcbe82d3a42d742083c528f58d192dfd16@%253Ccommits.jspwiki.apache.org%253E
https://lists.apache.org/thread.html/aac253cfc33c0429b528e2fcbe82d3a42d742083c528f58d192dfd16%2540%253Ccommits.jspwiki.apache.org%253E
https://www.cve.org/CVERecord?id=CVE-2018-20242
https://nvd.nist.gov/vuln/detail/CVE-2018-20242
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