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Summary

CVE CVE-2018-20334

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-03-20 01:15:00 UTC

Updated 2020-03-23 21:59:00 UTC

Description An issue was discovered in ASUSWRT 3.0.0.4.384.20308. When processing the /start_apply.htm POST data, there is a command injection issue via shell metacharacters in the fb_email parameter. By using this issue, an attacker can control the router and get shell.

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Asus Asuswrt 3.0.0.4.384.20308 All All All

Operating System Asus Asuswrt 3.0.0.4.384.20308 All All All

Hardware Asus Gt-ac2900 - All All All

Hardware Asus Gt-ac2900 - All All All

Hardware Asus Gt-ac5300 - All All All

Hardware Asus Gt-ac5300 - All All All

Hardware Asus Gt-ax11000 - All All All

Hardware Asus Gt-ax11000 - All All All

Hardware Asus Rt-ac1200 - All All All

Hardware Asus Rt-ac1200 - All All All

Hardware Asus Rt-ac1200g - All All All

Hardware Asus Rt-ac1200g - All All All

Hardware Asus Rt-ac1200ge - All All All

Hardware Asus Rt-ac1200ge - All All All

Hardware Asus Rt-ac1200 V2 - All All All

Hardware Asus Rt-ac1200 V2 - All All All

Hardware Asus Rt-ac1750 - All All All
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Hardware Asus Rt-ac1750 - All All All

Hardware Asus Rt-ac1750 - All All All

Hardware Asus Rt-ac1750 B1 - All All All

Hardware Asus Rt-ac1750 B1 - All All All

Hardware Asus Rt-ac1900p - All All All

Hardware Asus Rt-ac1900p - All All All

Hardware Asus Rt-ac3100 - All All All

Hardware Asus Rt-ac3100 - All All All

Hardware Asus Rt-ac3200 - All All All

Hardware Asus Rt-ac3200 - All All All

Hardware Asus Rt-ac51u - All All All

Hardware Asus Rt-ac51u - All All All

Hardware Asus Rt-ac5300 - All All All

Hardware Asus Rt-ac5300 - All All All

Hardware Asus Rt-ac55u - All All All

Hardware Asus Rt-ac55u - All All All

Hardware Asus Rt-ac56r - All All All

Hardware Asus Rt-ac56r - All All All

Hardware Asus Rt-ac56s - All All All

Hardware Asus Rt-ac56s - All All All

Hardware Asus Rt-ac56u - All All All

Hardware Asus Rt-ac56u - All All All

Hardware Asus Rt-ac66r - All All All

Hardware Asus Rt-ac66r - All All All

Hardware Asus Rt-ac66u - All All All

Hardware Asus Rt-ac66u - All All All

Hardware Asus Rt-ac66u-b1 - All All All

Hardware Asus Rt-ac66u-b1 - All All All

Hardware Asus Rt-ac66u B1 - All All All

Hardware Asus Rt-ac66u B1 - All All All

Hardware Asus Rt-ac68p - All All All

Hardware Asus Rt-ac68p - All All All

Hardware Asus Rt-ac68u - All All All

Hardware Asus Rt-ac68u - All All All

Hardware Asus Rt-ac86u - All All All

Hardware Asus Rt-ac86u - All All All
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Hardware Asus Rt-ac87u - All All All

Hardware Asus Rt-ac87u - All All All

Hardware Asus Rt-ac88u - All All All

Hardware Asus Rt-ac88u - All All All

Hardware Asus Rt-acrh12 - All All All

Hardware Asus Rt-acrh12 - All All All

Hardware Asus Rt-acrh13 - All All All

Hardware Asus Rt-acrh13 - All All All

Hardware Asus Rt-ax3000 - All All All

Hardware Asus Rt-ax3000 - All All All

Hardware Asus Rt-ax56u - All All All

Hardware Asus Rt-ax56u - All All All

Hardware Asus Rt-ax58u - All All All

Hardware Asus Rt-ax58u - All All All

Hardware Asus Rt-ax88u - All All All

Hardware Asus Rt-ax88u - All All All

Hardware Asus Rt-ax92u - All All All

Hardware Asus Rt-ax92u - All All All

Hardware Asus Rt-g32 - All All All

Hardware Asus Rt-g32 - All All All

Hardware Asus Rt-n10 D1 - All All All

Hardware Asus Rt-n10e - All All All

Hardware Asus Rt-n10e - All All All

Hardware Asus Rt-n10 D1 - All All All

Hardware Asus Rt-n10 D1 - All All All

Hardware Asus Rt-n14u - All All All

Hardware Asus Rt-n14u - All All All

Hardware Asus Rt-n16 - All All All

Hardware Asus Rt-n16 - All All All

Hardware Asus Rt-n19 - All All All

Hardware Asus Rt-n19 - All All All

Hardware Asus Rt-n56r - All All All

Hardware Asus Rt-n56r - All All All

Hardware Asus Rt-n56u - All All All

Hardware Asus Rt-n56u - All All All

Hardware Asus Rt-n600 - All All All
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Hardware Asus Rt-n600 - All All All

Hardware Asus Rt-n600 - All All All

Hardware Asus Rt-n65u - All All All

Hardware Asus Rt-n65u - All All All

Hardware Asus Rt-n66r - All All All

Hardware Asus Rt-n66r - All All All

Hardware Asus Rt-n66u - All All All

Hardware Asus Rt-n66u - All All All

References

Reference Source Link Tags

STAR Labs | Advisories | ASUSWRT Command Injection in start_apply.htm MISC starlabs.sg Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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