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Summary

CVE CVE-2018-20339

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-21 09:29:00 UTC

Updated 2021-05-04 15:07:00 UTC

Description Zoho ManageEngine OpManager 12.3 before build 123239 allows XSS in the Notes column of the Alarms section.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Zohocorp Manageengine Opmanager 12.3 12300 All All

Application Zohocorp Manageengine Opmanager 12.3 123001 All All

Application Zohocorp Manageengine Opmanager 12.3 123002 All All

Application Zohocorp Manageengine Opmanager 12.3 123003 All All

Application Zohocorp Manageengine Opmanager 12.3 123004 All All

Application Zohocorp Manageengine Opmanager 12.3 123005 All All

Application Zohocorp Manageengine Opmanager 12.3 123006 All All

Application Zohocorp Manageengine Opmanager 12.3 123007 All All

Application Zohocorp Manageengine Opmanager 12.3 123008 All All

Application Zohocorp Manageengine Opmanager 12.3 123009 All All

Application Zohocorp Manageengine Opmanager 12.3 123010 All All

Application Zohocorp Manageengine Opmanager 12.3 123011 All All

Application Zohocorp Manageengine Opmanager 12.3 123012 All All

Application Zohocorp Manageengine Opmanager 12.3 123013 All All

Application Zohocorp Manageengine Opmanager 12.3 123014 All All

Application Zohocorp Manageengine Opmanager 12.3 123015 All All

Application Zohocorp Manageengine Opmanager 12.3 123021 All All
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Application Zohocorp Manageengine Opmanager 12.3 123022 All All

Application Zohocorp Manageengine Opmanager 12.3 123023 All All

Application Zohocorp Manageengine Opmanager 12.3 123024 All All

Application Zohocorp Manageengine Opmanager 12.3 123025 All All

Application Zohocorp Manageengine Opmanager 12.3 123026 All All

Application Zohocorp Manageengine Opmanager 12.3 123027 All All

Application Zohocorp Manageengine Opmanager 12.3 123028 All All

Application Zohocorp Manageengine Opmanager 12.3 123029 All All

Application Zohocorp Manageengine Opmanager 12.3 123030 All All

Application Zohocorp Manageengine Opmanager 12.3 123031 All All

Application Zohocorp Manageengine Opmanager 12.3 123032 All All

Application Zohocorp Manageengine Opmanager 12.3 123033 All All

Application Zohocorp Manageengine Opmanager 12.3 123034 All All

Application Zohocorp Manageengine Opmanager 12.3 123035 All All

Application Zohocorp Manageengine Opmanager 12.3 123036 All All

Application Zohocorp Manageengine Opmanager 12.3 123037 All All

Application Zohocorp Manageengine Opmanager 12.3 123043 All All

Application Zohocorp Manageengine Opmanager 12.3 123044 All All

Application Zohocorp Manageengine Opmanager 12.3 123045 All All

Application Zohocorp Manageengine Opmanager 12.3 123046 All All

Application Zohocorp Manageengine Opmanager 12.3 123047 All All

Application Zohocorp Manageengine Opmanager 12.3 123048 All All

Application Zohocorp Manageengine Opmanager 12.3 123049 All All

Application Zohocorp Manageengine Opmanager 12.3 123050 All All

Application Zohocorp Manageengine Opmanager 12.3 123051 All All

Application Zohocorp Manageengine Opmanager 12.3 123052 All All

Application Zohocorp Manageengine Opmanager 12.3 123053 All All

Application Zohocorp Manageengine Opmanager 12.3 123054 All All

Application Zohocorp Manageengine Opmanager 12.3 123055 All All

Application Zohocorp Manageengine Opmanager 12.3 123056 All All

Application Zohocorp Manageengine Opmanager 12.3 123057 All All

Application Zohocorp Manageengine Opmanager 12.3 123062 All All

Application Zohocorp Manageengine Opmanager 12.3 123063 All All

Application Zohocorp Manageengine Opmanager 12.3 123064 All All

Application Zohocorp Manageengine Opmanager 12.3 123065 All All

Application Zohocorp Manageengine Opmanager 12.3 123066 All All
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Application Zohocorp Manageengine Opmanager 12.3 123066 All All

Application Zohocorp Manageengine Opmanager 12.3 123067 All All

Application Zohocorp Manageengine Opmanager 12.3 123068 All All

Application Zohocorp Manageengine Opmanager 12.3 123069 All All

Application Zohocorp Manageengine Opmanager 12.3 123070 All All

Application Zohocorp Manageengine Opmanager 12.3 123076 All All

Application Zohocorp Manageengine Opmanager 12.3 123077 All All

Application Zohocorp Manageengine Opmanager 12.3 123078 All All

Application Zohocorp Manageengine Opmanager 12.3 123079 All All

Application Zohocorp Manageengine Opmanager 12.3 123080 All All

Application Zohocorp Manageengine Opmanager 12.3 123081 All All

Application Zohocorp Manageengine Opmanager 12.3 123082 All All

Application Zohocorp Manageengine Opmanager 12.3 123083 All All

Application Zohocorp Manageengine Opmanager 12.3 123084 All All

Application Zohocorp Manageengine Opmanager 12.3 123086 All All

Application Zohocorp Manageengine Opmanager 12.3 123090 All All

Application Zohocorp Manageengine Opmanager 12.3 123091 All All

Application Zohocorp Manageengine Opmanager 12.3 123092 All All

Application Zohocorp Manageengine Opmanager 12.3 123093 All All

Application Zohocorp Manageengine Opmanager 12.3 123104 All All

Application Zohocorp Manageengine Opmanager 12.3 123105 All All

Application Zohocorp Manageengine Opmanager 12.3 123106 All All

Application Zohocorp Manageengine Opmanager 12.3 123107 All All

Application Zohocorp Manageengine Opmanager 12.3 123108 All All

Application Zohocorp Manageengine Opmanager 12.3 123109 All All

Application Zohocorp Manageengine Opmanager 12.3 123110 All All

Application Zohocorp Manageengine Opmanager 12.3 123111 All All

Application Zohocorp Manageengine Opmanager 12.3 123112 All All

Application Zohocorp Manageengine Opmanager 12.3 123113 All All

Application Zohocorp Manageengine Opmanager 12.3 123114 All All

Application Zohocorp Manageengine Opmanager 12.3 123115 All All

Application Zohocorp Manageengine Opmanager 12.3 123116 All All

Application Zohocorp Manageengine Opmanager 12.3 123117 All All

Application Zohocorp Manageengine Opmanager 12.3 123118 All All

Application Zohocorp Manageengine Opmanager 12.3 123119 All All

Application Zohocorp Manageengine Opmanager 12.3 123120 All All
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Application Zohocorp Manageengine Opmanager 12.3 123121 All All

Application Zohocorp Manageengine Opmanager 12.3 123122 All All

Application Zohocorp Manageengine Opmanager 12.3 123123 All All

Application Zohocorp Manageengine Opmanager 12.3 123124 All All

Application Zohocorp Manageengine Opmanager 12.3 123125 All All

Application Zohocorp Manageengine Opmanager 12.3 123126 All All

Application Zohocorp Manageengine Opmanager 12.3 123127 All All

Application Zohocorp Manageengine Opmanager 12.3 123136 All All

Application Zohocorp Manageengine Opmanager 12.3 123137 All All

Application Zohocorp Manageengine Opmanager 12.3 123147 All All

Application Zohocorp Manageengine Opmanager 12.3 123148 All All

Application Zohocorp Manageengine Opmanager 12.3 123149 All All

Application Zohocorp Manageengine Opmanager 12.3 123150 All All

Application Zohocorp Manageengine Opmanager 12.3 123156 All All

Application Zohocorp Manageengine Opmanager 12.3 123157 All All

Application Zohocorp Manageengine Opmanager 12.3 123158 All All

Application Zohocorp Manageengine Opmanager 12.3 123159 All All

Application Zohocorp Manageengine Opmanager 12.3 123160 All All

Application Zohocorp Manageengine Opmanager 12.3 123161 All All

Application Zohocorp Manageengine Opmanager 12.3 123162 All All

Application Zohocorp Manageengine Opmanager 12.3 123163 All All

Application Zohocorp Manageengine Opmanager 12.3 123164 All All

Application Zohocorp Manageengine Opmanager 12.3 123165 All All
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Application Zohocorp Manageengine Opmanager 12.3 123167 All All

Application Zohocorp Manageengine Opmanager 12.3 123168 All All

Application Zohocorp Manageengine Opmanager 12.3 123169 All All

Application Zohocorp Manageengine Opmanager 12.3 123175 All All

Application Zohocorp Manageengine Opmanager 12.3 123176 All All

Application Zohocorp Manageengine Opmanager 12.3 123177 All All

Application Zohocorp Manageengine Opmanager 12.3 123178 All All

Application Zohocorp Manageengine Opmanager 12.3 123179 All All

Application Zohocorp Manageengine Opmanager 12.3 123180 All All

Application Zohocorp Manageengine Opmanager 12.3 123181 All All

Application Zohocorp Manageengine Opmanager 12.3 123182 All All
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Application Zohocorp Manageengine Opmanager 12.3 123183 All All

Application Zohocorp Manageengine Opmanager 12.3 123184 All All

Application Zohocorp Manageengine Opmanager 12.3 123185 All All

Application Zohocorp Manageengine Opmanager 12.3 123186 All All

Application Zohocorp Manageengine Opmanager 12.3 123187 All All

Application Zohocorp Manageengine Opmanager 12.3 123188 All All

Application Zohocorp Manageengine Opmanager 12.3 123189 All All

Application Zohocorp Manageengine Opmanager 12.3 123190 All All

Application Zohocorp Manageengine Opmanager 12.3 123191 All All

Application Zohocorp Manageengine Opmanager 12.3 123192 All All

Application Zohocorp Manageengine Opmanager 12.3 123193 All All

Application Zohocorp Manageengine Opmanager 12.3 123194 All All

Application Zohocorp Manageengine Opmanager 12.3 123195 All All

Application Zohocorp Manageengine Opmanager 12.3 123196 All All

Application Zohocorp Manageengine Opmanager 12.3 123197 All All

Application Zohocorp Manageengine Opmanager 12.3 123198 All All

Application Zohocorp Manageengine Opmanager 12.3 123204 All All

Application Zohocorp Manageengine Opmanager 12.3 123205 All All

Application Zohocorp Manageengine Opmanager 12.3 123206 All All

Application Zohocorp Manageengine Opmanager 12.3 123207 All All

Application Zohocorp Manageengine Opmanager 12.3 123208 All All

Application Zohocorp Manageengine Opmanager 12.3 123222 All All

Application Zohocorp Manageengine Opmanager 12.3 123223 All All

Application Zohocorp Manageengine Opmanager 12.3 123224 All All

Application Zohocorp Manageengine Opmanager 12.3 123229 All All

Application Zohocorp Manageengine Opmanager 12.3 123230 All All

Application Zohocorp Manageengine Opmanager 12.3 123231 All All

Application Zohocorp Manageengine Opmanager 12.3 123237 All All

Application Zohocorp Manageengine Opmanager 12.3 123238 All All

Application Zohocorp Manageengine Opmanager 12.3 build12300 All All

Application Zohocorp Manageengine Opmanager 12.3 build123001 All All

Application Zohocorp Manageengine Opmanager 12.3 build123002 All All

Application Zohocorp Manageengine Opmanager 12.3 build123003 All All

Application Zohocorp Manageengine Opmanager 12.3 build123004 All All

Application Zohocorp Manageengine Opmanager 12.3 build123005 All All

Application Zohocorp Manageengine Opmanager 12.3 build123006 All All
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