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Summary

CVE CVE-2018-20399

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-23 21:29:00 UTC

Updated 2019-10-03 00:03:00 UTC

Description Motorola SBG901 SBG901-2.10.1.1-GA-00-581-NOSH, SBG941 SBG941-2.11.0.0-GA-07-624-NOSH, and SVG1202 SVG1202-2.1.0.0-GA-14-LTSH devices allow remote attackers to discover credentials via iso.3.6.1.4.1.4491.2.4.1.1.6.1.1.0 and iso.3.6.1.4.1.4491.2.4.1.1.6.1.2.0 SNMP requests.

Risk And Classification

Problem Types: CWE-522

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Motorola Sbg901 1.0 All All All

Hardware Motorola Sbg901 1.0 All All All

Operating System Motorola Sbg901 Firmware sbg901-2.10.1.1-ga-00-581-nosh All All All

Operating System Motorola Sbg901 Firmware sbg901-2.10.1.1-ga-00-581-nosh All All All

Hardware Motorola Sbg941 1.0 All All All

Hardware Motorola Sbg941 1.0 All All All

Operating System Motorola Sbg941 Firmware sbg941-2.11.0.0-ga-07-624-nosh All All All

Operating System Motorola Sbg941 Firmware sbg941-2.11.0.0-ga-07-624-nosh All All All

Hardware Motorola Svg1202 1.0 All All All

Hardware Motorola Svg1202 1.0 All All All

Operating System Motorola Svg1202 Firmware svg1202-2.1.0.0-ga-14-ltsh All All All

Operating System Motorola Svg1202 Firmware svg1202-2.1.0.0-ga-14-ltsh All All All
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Capitan Alfa: [stringbleed] y ahora que ? ...Passwords Leaks ( CVE-2018-203580 a CVE-2018-20401) MISC misteralfa-hack.blogspot.com

Malformed Request BID www.securityfocus.com
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sensitivesOids/oidpassswordleaks.csv at master · ezelf/sensitivesOids · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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