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CVE CVE-2018-20433
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-24 13:29:00 UTC
Updated 2023-11-07 02:56:00 UTC

/

Risk And Classification

Description c3p0 0.9.5.2 allows XXE in extractXmlConfigFromInputStream in com/mchange/v2/c3p0/cfg/C3P0ConfigXmlUtils.java durir

1|

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Operating System Debian Debian Linux 8.0 All

Operating System Debian Debian Linux 8.0 All

Application Mchange C3p0 0.95.2 All

Application Mchange C3p0 0.9.5.2 All
References

Reference

[SECURITY] Fedora 30 Update: c3p0-0.9.5.4-1.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] [DLA 1621-1] c3p0 security update

[SECURITY] Fedora 29 Update: c3p0-0.9.5.4-1.fc29 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 30 Update: c3p0-0.9.5.4-1.fc30 - package-announce - Fedora Mailing-Lists
[SECURITY] Fedora 29 Update: c3p0-0.9.5.4-1.fc29 - package-announce - Fedora Mailing-Lists
Repair XXE vulnerability at initialization - zhutougg/c3p0@2eb0ea9 - GitHub

CVE Program record

NVD vulnerability detail

/

Source

MLIST

Edition Language
All All
All All
All All
All All
Link

FEDORA

FEDORA

MISC

CVE.ORG

NVD

lists.fedoraproject.org
lists.debian.org
lists.fedoraproject.org
lists.fedoraproject.org
lists.fedoraproject.org
github.com
Wwww.cve.org

nvd.nist.gov

No vendor comments have been submitted for this CVE.

Tags

Mailin

Patch
canor

canor



https://cve.report/
https://cve.report/CVE-2018-20433/mitre
https://cve.report/CVE-2018-20433/nist
https://cve.report/CVE-2018-20433/cve_org
https://cve.report/CVE-2018-20433.pdf
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/debian
http://cve.report/software/debian/debian_linux
http://cve.report/vendor/mchange
http://cve.report/software/mchange/c3p0
http://cve.report/vendor/mchange
http://cve.report/software/mchange/c3p0
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BFIVX6HOVNLAM7W3SUAMHYRNLCVQSAWR/
https://lists.debian.org/debian-lts-announce/2018/12/msg00021.html
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/MQ47OFV57Y2DAHMGA5H3JOL4WHRWRFN4/
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BFIVX6HOVNLAM7W3SUAMHYRNLCVQSAWR/
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/MQ47OFV57Y2DAHMGA5H3JOL4WHRWRFN4/
https://github.com/zhutougg/c3p0/commit/2eb0ea97f745740b18dd45e4a909112d4685f87b
https://www.cve.org/CVERecord?id=CVE-2018-20433
https://nvd.nist.gov/vuln/detail/CVE-2018-20433

Legacy QID Mappings

980947 Java (maven) Security Update for com.mchange:c3p0 (GHSA-q485-j897-qc27)
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