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Summary

CVE CVE-2018-20481

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-26 04:29:00 UTC

Updated 2020-07-23 12:15:00 UTC

Description XRef::getEntry in XRef.cc in Poppler 0.72.0 mishandles unallocated XRef entries, which allows remote attackers to cause a denial of service (NULL pointer dereference) via a crafted PDF document, when XRefEntry::setFlag in XRef.h is called from Parser::makeStream in Parser.cc.

Risk And Classification

Problem Types: CWE-476

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Canonical Ubuntu Linux 14.04 All All All

Operating System Canonical Ubuntu Linux 16.04 All All All

Operating System Canonical Ubuntu Linux 18.04 All All All

Operating System Canonical Ubuntu Linux 18.10 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Application Freedesktop Poppler 0.72.0 All All All

Application Freedesktop Poppler 0.72.0 All All All
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USN-3865-1: poppler vulnerabilities | Ubuntu security notices

Red Hat Customer Portal

[SECURITY] [DLA 1706-1] poppler security update

Poppler CVE-2018-20481 Denial of Service Vulnerability

[SECURITY] [DLA 2287-1] poppler security update

null pointer dereference in XRef::getEntry (#692) · Issues · poppler / poppler · GitLab

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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