VE-2018-20484

MITRE NVD CVE.ORG JSON API Print: PDF 1)

CVE CVE-2018-20484

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-26 18:29:00 UTC

Updated 2019-05-10 18:29:00 UTC

Description Zoho ManageEngine ADSelfService Plus 5.7 before build 5702 has XSS in the self-update layout implementation.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Zohocorp Manageengine Adselfservice Plus 5.7 4500 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5032 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5040 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5041 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5100 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5101 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5102 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5103 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5104 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5105 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5106 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5107 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5108 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5109 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5110 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5111 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5112 All All
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Application Zohocorp Manageengine Adselfservice Plus 5.7 5506 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5507 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5508 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5509 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5510 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5511 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5512 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5513 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5514 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5515 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5516 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5517 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5518 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5519 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5520 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5521 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5600 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5601 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5602 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5603 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5604 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5605 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5606 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5700 All All
Application Zohocorp Manageengine Adselfservice Plus 5.7 5701 All All
Reference Source Link Tags
Zoho ManageEngine ADSelfService Plus 5.7 Cross Site Scripting = Packet Storm  MISC packetstormsecurity.com
ADSelfService Plus Release Notes MISC www.manageengine.com Release Notes, '
CVE Program record CVE.ORG www.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analy
q |

No vendor comments have been submitted for this CVE.
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https://nvd.nist.gov/vuln/detail/CVE-2018-20484

There are currently no legacy QID mappings associated with this CVE.
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