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Summary

CVE CVE-2018-20523

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-06-07 16:29:00 UTC

Updated 2022-04-19 15:36:00 UTC

Description Xiaomi Stock Browser 10.2.4.g on Xiaomi Redmi Note 5 Pro devices and other Redmi Android phones allows content provider injection. In other words, a third-party application can read the user's cleartext browser history via an app.provider.query content://com.android.browser.searchhistory/searchhistory request.

Risk And Classification

Problem Types: CWE-77

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Mi Redmi 4a - All All All

Hardware Mi Redmi 4a - All All All

Operating System Mi Redmi 4a Firmware - All All All

Operating System Mi Redmi 4a Firmware - All All All

Hardware Mi Redmi 5 Plus - All All All

Hardware Mi Redmi 5 Plus - All All All

Operating System Mi Redmi 5 Plus Firmware - All All All

Operating System Mi Redmi 5 Plus Firmware - All All All

Hardware Mi Redmi 6 - All All All

Hardware Mi Redmi 6 - All All All

Hardware Mi Redmi 6a - All All All

Hardware Mi Redmi 6a - All All All

Operating System Mi Redmi 6a Firmware - All All All

Operating System Mi Redmi 6a Firmware - All All All

Operating System Mi Redmi 6 Firmware - All All All

Operating System Mi Redmi 6 Firmware - All All All

Hardware Mi Redmi 7 - All All All
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Hardware Mi Redmi 7 - All All All

Hardware Mi Redmi 7 - All All All

Hardware Mi Redmi 7a - All All All

Hardware Mi Redmi 7a - All All All

Operating System Mi Redmi 7a Firmware - All All All

Operating System Mi Redmi 7a Firmware - All All All

Operating System Mi Redmi 7 Firmware - All All All

Operating System Mi Redmi 7 Firmware - All All All

Hardware Mi Redmi Go - All All All

Hardware Mi Redmi Go - All All All

Operating System Mi Redmi Go Firmware - All All All

Operating System Mi Redmi Go Firmware - All All All

Hardware Mi Redmi K20 - All All All

Hardware Mi Redmi K20 - All All All

Operating System Mi Redmi K20 Firmware - All All All

Operating System Mi Redmi K20 Firmware - All All All

Hardware Mi Redmi K20 Pro - All All All

Hardware Mi Redmi K20 Pro - All All All

Operating System Mi Redmi K20 Pro Firmware - All All All

Operating System Mi Redmi K20 Pro Firmware - All All All

Hardware Mi Redmi Note 4 - All All All

Hardware Mi Redmi Note 4 - All All All

Operating System Mi Redmi Note 4 Firmware - All All All

Operating System Mi Redmi Note 4 Firmware - All All All

Hardware Mi Redmi Note 5 - All All All

Hardware Mi Redmi Note 5 - All All All

Hardware Mi Redmi Note 5a Prime - All All All

Hardware Mi Redmi Note 5a Prime - All All All

Operating System Mi Redmi Note 5a Prime Firmware - All All All

Operating System Mi Redmi Note 5a Prime Firmware - All All All

Operating System Mi Redmi Note 5 Firmware - All All All

Operating System Mi Redmi Note 5 Firmware - All All All

Hardware Mi Redmi Note 5 Pro - All All All

Hardware Mi Redmi Note 5 Pro - All All All

Operating System Mi Redmi Note 5 Pro Firmware - All All All

Operating System Mi Redmi Note 5 Pro Firmware - All All All
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Hardware Mi Redmi Note 6 Pro - All All All

Hardware Mi Redmi Note 6 Pro - All All All

Operating System Mi Redmi Note 6 Pro Firmware - All All All

Operating System Mi Redmi Note 6 Pro Firmware - All All All

Hardware Mi Redmi Note 7 - All All All

Hardware Mi Redmi Note 7 - All All All

Hardware Mi Redmi Note 7s - All All All

Hardware Mi Redmi Note 7s - All All All

Operating System Mi Redmi Note 7s Firmware - All All All

Operating System Mi Redmi Note 7s Firmware - All All All

Operating System Mi Redmi Note 7 Firmware - All All All

Operating System Mi Redmi Note 7 Firmware - All All All

Hardware Mi Redmi S2 - All All All

Hardware Mi Redmi S2 - All All All

Operating System Mi Redmi S2 Firmware - All All All

Operating System Mi Redmi S2 Firmware - All All All

Hardware Mi Redmi Y3 - All All All

Hardware Mi Redmi Y3 - All All All

Operating System Mi Redmi Y3 Firmware - All All All

Operating System Mi Redmi Y3 Firmware - All All All

Application Mi Stock Browser 10.2.4g All All All

Application Mi Stock Browser 10.2.4g All All All

References

Reference Source Link Tags

小米安全中心 MISC sec.xiaomi.com Vendor Advisory

Xiaomi 10.2.4.g Information Disclosure ≈ Packet Storm MISC packetstormsecurity.com

Content provider injection in Xiaomi stock browser – Vishwaraj Bhattrai MISC vishwarajbhattrai.wordpress.com Exploit, Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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