CVE CVE-2018-20576
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback
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MITRE NVD CVE.ORG

Published 2018-12-28 17:29:00 UTC
Updated 2019-01-23 20:58:00 UTC
Description Orange Livebox 00.96.320S devices allow cgi-bin/autodialing.exe and cgi-bin/phone_test.exe CSRF, leading to arbitrary ou

1|

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product

Hardware Orange Arv7519rw22 Livebox 2.1

Hardware Orange Arv7519rw22 Livebox 2.1

Operating System Orange Arv7519rw22 Livebox 2.1 Firmware

Operating System Orange Arv7519rw22 Livebox 2.1 Firmware
References

Reference

19,000 Orange ADSL Modems Leaking Their WiFi Password

CVE Program record

NVD vulnerability detail

/

Version

00.96.320s

00.96.320s

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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GitHub - zadewg/LIVEBOX-0DAY: Arcadyan ARV7519RW22-A-L T VR9 1.2 Multiple security vulnerabilities affecting latest firmware release ¢
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