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Summary

CVE CVE-2018-20592

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-12-30 18:29:00 UTC

Updated 2023-11-07 02:56:00 UTC

Description In Mini-XML (aka mxml) v2.12, there is a use-after-free in the mxmlAdd function of the mxml-node.c file. Remote attackers could leverage this vulnerability to cause a denial-of-service via a crafted xml file, as demonstrated by mxmldoc.

Risk And Classification

Problem Types: CWE-416

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Operating System Fedoraproject Fedora 28 All All All

Operating System Fedoraproject Fedora 29 All All All

Application Msweet Mini-xml 2.12 All All All

Application Msweet Mini-xml 2.12 All All All

References

Reference Source Link

[SECURITY] Fedora 28 Update: mxml-3.0-1.fc28 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Page not found · GitHub · GitHub MISC github.com

[SECURITY] Fedora 29 Update: mxml-3.0-1.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Page not found · GitHub · GitHub MISC github.com

[SECURITY] Fedora 29 Update: mxml-3.0-1.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Multiple crashes when feeding mxmldoc bogus source files · Issue #237 · michaelrsweet/mxml · GitHub MISC github.com

[SECURITY] Fedora 28 Update: mxml-3.0-1.fc28 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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