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In Bootstrap before 3.4.0, XSS is possible in the tooltip data-viewport attribute.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor
Application Getbootstrap
Application Getbootstrap

Product Version Update Edition
Bootstrap All All All
Bootstrap All All All

Language
All

All

References

Reference Source
Fix/xss issues on data attributes by don-spyker - Pull Request #27047 - twbs/bootstrap - GitHub ~ MISC
Red Hat Customer Portal REDHAT
Red Hat Customer Portal REDHAT
Github considers bootstrap 3.4.0 as insecure - Issue #27915 - twbs/bootstrap - GitHub MISC
Red Hat Customer Portal REDHAT
tooltip - XSS on data-viewport attribute - Issue #27044 - twbs/bootstrap - GitHub MISC
Pony Mail!

Pony Mail! MLIST
Red Hat Customer Portal REDHAT
Bootstrap 3.4.0 - Bootstrap MISC
[R1] Tenable.sc 5.19.0 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable®  CONFIRM
Red Hat Customer Portal REDHAT
Dad Lint Auinbamns Davial pERUAT

Link

github.com
access.redhat.com
access.redhat.com
github.com
access.redhat.com
github.com
lists.apache.org
lists.apache.org
access.redhat.com
blog.getbootstrap.com
www.tenable.com

access.redhat.com

Tags

Patct

Issue

Issue

Rele:


https://cve.report/
https://cve.report/CVE-2018-20676/mitre
https://cve.report/CVE-2018-20676/nist
https://cve.report/CVE-2018-20676/cve_org
https://cve.report/CVE-2018-20676.pdf
http://cve.report/vendor/getbootstrap
http://cve.report/software/getbootstrap/bootstrap
http://cve.report/vendor/getbootstrap
http://cve.report/software/getbootstrap/bootstrap
https://github.com/twbs/bootstrap/pull/27047
https://access.redhat.com/errata/RHSA-2019:3023
https://access.redhat.com/errata/RHSA-2020:0132
https://github.com/twbs/bootstrap/issues/27915#issuecomment-452140906
https://access.redhat.com/errata/RHBA-2019:1076
https://github.com/twbs/bootstrap/issues/27044
https://lists.apache.org/thread.html/rd0e44e8ef71eeaaa3cf3d1b8b41eb25894372e2995ec908ce7624d26%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/rd0e44e8ef71eeaaa3cf3d1b8b41eb25894372e2995ec908ce7624d26@%253Ccommits.pulsar.apache.org%253E
https://access.redhat.com/errata/RHSA-2020:0133
https://blog.getbootstrap.com/2018/12/13/bootstrap-3-4-0/
https://www.tenable.com/security/tns-2021-14
https://access.redhat.com/errata/RHBA-2019:1570
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

159652 Oracle Enterprise Linux Security Update for idm:dl1 and idm:client (ELSA-2020-4670)
377492 Alibaba Cloud Linux Security Update for ipa (ALINUX2-SA-2020:0169)

590764 Mitsubishi Electric EcoWebServerlll Multiple Vulnerabilities (ICSA-22-055-02)
590808 Mitsubishi Electric EcoWebServerlll Multiple Vulnerabilities (ICSA-22-055-02)

940071 AlmaLinux Security Update for idm:DL1 and idm:client (ALSA-2020:4670)

960340 Rocky Linux Security Update for idm:DL1 and idm:client (RLSA-2020:4670)

981983 Nodejs (npm) Security Update for bootstrap (GHSA-3mgp-fx93-9xv5)
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