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CVE CVE-2018-20677

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-09 05:29:00 UTC

Updated 2023-11-07 02:56:00 UTC

Description In Bootstrap before 3.4.0, XSS is possible in the affix configuration target property.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Getbootstrap Bootstrap All All All All

Application Getbootstrap Bootstrap All All All All

Reference Source Link Tags
Fix/xss issues on data attributes by don-spyker - Pull Request #27047 - twbs/bootstrap - GitHub ~ MISC github.com Patct
Red Hat Customer Portal REDHAT  access.redhat.com

Red Hat Customer Portal REDHAT  access.redhat.com

Github considers bootstrap 3.4.0 as insecure - Issue #27915 - twbs/bootstrap - GitHub MISC github.com Issue
Pony Mail! lists.apache.org

Red Hat Customer Portal REDHAT  access.redhat.com

Pony Mail! lists.apache.org

Pony Mail! MLIST lists.apache.org

Red Hat Customer Portal REDHAT  access.redhat.com

Bootstrap 3.4.0 - Bootstrap MISC blog.getbootstrap.com Rele:
[R1] Tenable.sc 5.19.0 Fixes Multiple Third-party Vulnerabilities - Security Advisory | Tenable®  CONFIRM www.tenable.com

Pony Mail! MLIST lists.apache.org
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https://cve.report/
https://cve.report/CVE-2018-20677/mitre
https://cve.report/CVE-2018-20677/nist
https://cve.report/CVE-2018-20677/cve_org
https://cve.report/CVE-2018-20677.pdf
http://cve.report/vendor/getbootstrap
http://cve.report/software/getbootstrap/bootstrap
http://cve.report/vendor/getbootstrap
http://cve.report/software/getbootstrap/bootstrap
https://github.com/twbs/bootstrap/pull/27047
https://access.redhat.com/errata/RHSA-2019:3023
https://access.redhat.com/errata/RHSA-2020:0132
https://github.com/twbs/bootstrap/issues/27915#issuecomment-452140906
https://lists.apache.org/thread.html/52e0e6b5df827ee7f1e68f7cc3babe61af3b2160f5d74a85469b7b0e%2540%253Cdev.superset.apache.org%253E
https://access.redhat.com/errata/RHBA-2019:1076
https://lists.apache.org/thread.html/rd0e44e8ef71eeaaa3cf3d1b8b41eb25894372e2995ec908ce7624d26%2540%253Ccommits.pulsar.apache.org%253E
https://lists.apache.org/thread.html/rd0e44e8ef71eeaaa3cf3d1b8b41eb25894372e2995ec908ce7624d26@%253Ccommits.pulsar.apache.org%253E
https://access.redhat.com/errata/RHSA-2020:0133
https://blog.getbootstrap.com/2018/12/13/bootstrap-3-4-0/
https://www.tenable.com/security/tns-2021-14
https://lists.apache.org/thread.html/52e0e6b5df827ee7f1e68f7cc3babe61af3b2160f5d74a85469b7b0e@%253Cdev.superset.apache.org%253E

No vendor comments have been submitted for this CVE.
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affix - XSS on target config - Issue #27045 - twbs/bootstrap - GitHub MISC github.com

Red Hat Customer Portal REDHAT  access.redhat.com
Github considers bootstrap 3.4.0 as insecure - Issue #27915 - twbs/bootstrap - GitHub MISC github.com
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Legacy QID Mappings

159652 Oracle Enterprise Linux Security Update for idm:di1 and idm:client (ELSA-2020-4670)

377492 Alibaba Cloud Linux Security Update for ipa (ALINUX2-SA-2020:0169)

940071 AlmaLinux Security Update for idm:DL1 and idm:client (ALSA-2020:4670)

960340 Rocky Linux Security Update for idm:DL1 and idm:client (RLSA-2020:4670)

981984 Nodejs (npm) Security Update for bootstrap (GHSA-ph58-4vrj-w6hr)
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