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CVE CVE-2018-20683
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2019-01-10 01:29:00 UTC
Updated 2023-11-07 02:56:00 UTC
Description commands/rsync in Gitolite before 3.6.11, if .gitolite.rc enables rsync, mishandles the rsync command line, which allows att:

1|

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Gitolite Gitolite All All All All
Application Gitolite Gitolite All All All All

References

Reference Source
Google Groups MISC
gitolite/CHANGELOG at master - sitaramc/gitolite - GitHub MISC
tighten up security for rsync - sitaramc/gitolite@5df2b81 - GitHub MISC
#918849 - gitolite3: CVE-2018-20683: security issue in optional bundle helper ("rsync" command) - Debian Bug report logs  MISC
Google Groups

CVE Program record CVE.ORG
NVD vulnerability detail NVD

1]

No vendor comments have been submitted for this CVE.
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