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Summary

CVE CVE-2018-20725

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-16 16:29:00 UTC

Updated 2020-03-01 22:15:00 UTC

Description A cross-site scripting (XSS) vulnerability exists in graph_templates.php in Cacti before 1.2.0 due to lack of escaping of unintended characters in the Graph Vertical Label.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Cacti Cacti All All All All

Application Cacti Cacti All All All All

References

Reference Source Link Tags

Stored XSS in "Vertical Label" field - Graph · Issue #2214 · Cacti/cacti · GitHub MISC github.com Exploit, Issue Tracking, Third Party Advisory

[security-announce] openSUSE-SU-2020:0284-1: important: Security update SUSE lists.opensuse.org

cacti/CHANGELOG at develop · Cacti/cacti · GitHub MISC github.com Release Notes, Third Party Advisory

[security-announce] openSUSE-SU-2020:0565-1: important: Security update SUSE lists.opensuse.org

Resolving Issues #2213, #2214, #2215 and Additional · Cacti/cacti@80c2a88 · GitHub MISC github.com Patch, Third Party Advisory

[security-announce] openSUSE-SU-2020:0558-1: important: Security update SUSE lists.opensuse.org

[security-announce] openSUSE-SU-2020:0272-1: important: Security update SUSE lists.opensuse.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2018-20725/mitre
https://cve.report/CVE-2018-20725/nist
https://cve.report/CVE-2018-20725/cve_org
https://cve.report/CVE-2018-20725.pdf
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
http://cve.report/vendor/cacti
http://cve.report/software/cacti/cacti
https://github.com/Cacti/cacti/issues/2214
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00005.html
https://github.com/Cacti/cacti/blob/develop/CHANGELOG
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00048.html
https://github.com/Cacti/cacti/commit/80c2a88fb2afb93f87703ba4641f9970478c102d
http://lists.opensuse.org/opensuse-security-announce/2020-04/msg00042.html
http://lists.opensuse.org/opensuse-security-announce/2020-03/msg00001.html
https://www.cve.org/CVERecord?id=CVE-2018-20725
https://nvd.nist.gov/vuln/detail/CVE-2018-20725


There are currently no legacy QID mappings associated with this CVE.
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