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Summary

CVE CVE-2018-20743

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-01-25 16:29:00 UTC

Updated 2019-07-23 18:15:00 UTC

Description murmur in Mumble through 1.2.19 before 2018-08-31 mishandles multiple concurrent requests that are persisted in the database, which allows remote attackers to cause a denial of service (daemon hang or crash) via a message flood.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Operating System Debian Debian Linux 8.0 All All All

Operating System Debian Debian Linux 9.0 All All All

Application Mumble Mumble All All All All

References

Reference Source Link

[security-announce] openSUSE-SU-2019:1794-1: moderate: Security update f SUSE lists.opensuse.org

Prevent instability and crash due to message flood by tu-maurice · Pull Request #3510 · mumble-voip/mumble · GitHub MISC github.com

#919249 - mumble: CVE-2018-20743: instability and crash due to crafted message flooding - Debian Bug report logs MISC bugs.debian.org

[security-announce] openSUSE-SU-2020:0137-1: moderate: Security update f SUSE lists.opensuse.org

Lower bucket params by tu-maurice · Pull Request #3512 · mumble-voip/mumble · GitHub MISC github.com

[SECURITY] [DLA 1661-1] mumble security update MLIST lists.debian.org

Debian -- Security Information -- DSA-4402-1 mumble DEBIAN www.debian.org

Rate limiting · Issue #3505 · mumble-voip/mumble · GitHub MISC github.com

[security-announce] openSUSE-SU-2019:1876-1: moderate: Security update f SUSE lists.opensuse.org
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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