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Summary

CVE CVE-2018-20815

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-05-31 22:29:00 UTC

Updated 2023-11-07 02:56:00 UTC

Description In QEMU 3.1.0, load_device_tree in device_tree.c calls the deprecated load_image function, which has a buffer overflow risk.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 3.1.0 All All All

Application Qemu Qemu 3.1.0 All All All

References

Reference Source Link Tags

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 30 Update: qemu-3.1.0-9.fc30 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 29 Update: qemu-3.0.1-4.fc29 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Red Hat Customer Portal REDHAT access.redhat.com

Debian -- Security Information -- DSA-4506-1 qemu DEBIAN www.debian.org

[SECURITY] Fedora 29 Update: qemu-3.0.1-4.fc29 - package-announce - Fedora Mailing-Lists lists.fedoraproject.org

Red Hat Customer Portal REDHAT access.redhat.com

git.qemu.org Git - qemu.git/commitdiff git.qemu.org

git.qemu.org Git - qemu.git/commitdiff MISC git.qemu.org Mailing List, Patch, Third Party Advisory
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https://access.redhat.com/errata/RHSA-2019:2553
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/RVDHJB2QKXNDU7OFXIHIL5O5VN5QCSZL/
https://access.redhat.com/errata/RHSA-2019:1667
https://lists.fedoraproject.org/archives/list/package-announce@lists.fedoraproject.org/message/BOE3PVFPMWMXV3DGP2R3XIHAF2ZQU3FS/
https://access.redhat.com/errata/RHSA-2019:1723
https://access.redhat.com/errata/RHSA-2019:2507
https://access.redhat.com/errata/RHSA-2019:1968
https://www.debian.org/security/2019/dsa-4506
https://lists.fedoraproject.org/archives/list/package-announce%2540lists.fedoraproject.org/message/BOE3PVFPMWMXV3DGP2R3XIHAF2ZQU3FS/
https://access.redhat.com/errata/RHSA-2019:1743
https://git.qemu.org/?p=qemu.git%253Ba=commitdiff%253Bh=da885fe1ee8b4589047484bd7fa05a4905b52b17
https://git.qemu.org/?p=qemu.git;a=commitdiff;h=da885fe1ee8b4589047484bd7fa05a4905b52b17


Red Hat Customer Portal REDHAT access.redhat.com

[SECURITY] Fedora 30 Update: qemu-3.1.0-9.fc30 - package-announce - Fedora Mailing-Lists FEDORA lists.fedoraproject.org

Bugtraq: [SECURITY] [DSA 4506-1] qemu security update BUGTRAQ seclists.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings
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