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CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2018-20817

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2019-04-19 23:29:00 UTC

2019-04-22 17:10:00 UTC

SV_SteamAuthClient in various Activision Infinity Ward Call of Duty games before 2015-08-11 is missing a size check wher

Risk And Classification

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Activision

Product

Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty
Call Of Duty

Call Of Duty

Version
_advanced_warfare
_blacks_ops_2
_black_ops_1
_ghosts
_modern_warfare_2
_modern_warfare_3
_advanced warfare
_blacks_ops_2
_black_ops_1
_ghosts
_modern_warfare_2
_modern_warfare_3
_advanced_warfare
_blacks_ops_2
_black_ops_1
_ghosts

modern warfare 2

Update

Edition

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
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http://cve.report/software/activision/call_of_duty

Application Activision Call Of Duty _modern_warfare_3 - All All

References

Reference Source Link Tags

GitHub - Rektlnator/cod-steamauth-rce MISC github.com Exploit, Third Party Advisory
cod-exploits/steam-auth at master - momo5502/cod-exploits - GitHub MISC github.com Third Party Advisory

CVE Program record CVE.ORG  www.cve.org  canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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