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CVE CVE-2018-21027
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/

Published 2019-10-11 20:15:00 UTC
Updated 2019-10-17 01:52:00 UTC
Description Boa through 0.94.14rc21 allows remote attackers to trigger an out-of-memory (OOM) condition because malloc is mishandl

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update

Application Boa Boa All All

Edition Language

All All

References

Reference

misc oom and possible memory leak fix by tt33415366 - Pull Request #1 - gpg/boa - GitHub
misc oom and possible memory leak fix by tt33415366 - Pull Request #1 - gpg/boa - GitHub
CVE Program record

NVD vulnerability detail

/

Source Link Tags

CONFIRM  github.com Patch, Third Party
CONFIRM  github.com Third Party Adviso
CVE.ORG www.cve.org canonical

NVD nvd.nist.gov  canonical, analysis

G|

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

591311 Bosch Rexroth PRA-ES8P2S Ethernet-Switch Multiple Vulnerabilities (BOSCH-SA-247053-BT)
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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