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Summary

CVE CVE-2018-21030

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2019-10-31 15:15:00 UTC

Updated 2020-11-19 07:15:00 UTC

Description Jupyter Notebook before 5.5.0 does not use a CSP header to treat served files as belonging to a separate origin. Thus, for example, an XSS payload can be placed in an SVG document.

Risk And Classification

Problem Types: CWE-79 | CWE-863

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Jupyter Notebook All All All All

Application Jupyter Notebook All All All All

References

Reference Source

[SECURITY] [DLA 2432-1] jupyter-notebook security update MLIST

Release 5.5.0 · jupyter/notebook · GitHub MISC

Use CSP header to treat served files as belonging to a separate origin by takluyver · Pull Request #3341 · jupyter/notebook · GitHub MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

198916 Ubuntu Security Notification for Jupyter Notebook Vulnerabilities (USN-5585-1)

982600 Python (pip) Security Update for notebook (GHSA-jqwc-jm56-wcwj)
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