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Summary

CVE CVE-2018-21033

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2020-02-14 16:15:00 UTC

Updated 2020-02-27 15:19:00 UTC

Description A vulnerability in Hitachi Command Suite prior to 8.6.2-00, Hitachi Automation Director prior to 8.6.2-00 and Hitachi Infrastructure Analytics Advisor prior to 4.2.0-00 allow authenticated remote users to load an arbitrary Cascading Style Sheets (CSS) token sequence. Hitachi Command Suite includes Hitachi Device Manager, Hitachi Tiered Storage Manager, Hitachi Replication Manager, Hitachi Tuning Manager, Hitachi Global Link Manager and Hitachi Compute Systems Manager.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Hitachi Automation Director All All All All

Application Hitachi Automation Director All All All All

Application Hitachi Compute Systems Manager All All All All

Application Hitachi Compute Systems Manager All All All All

Application Hitachi Device Manager All All All All

Application Hitachi Device Manager All All All All

Application Hitachi Global Link Manager All All All All

Application Hitachi Global Link Manager All All All All

Application Hitachi Infrastructure Analytics Advisor All All All All

Application Hitachi Infrastructure Analytics Advisor All All All All

Application Hitachi Replication Manager All All All All

Application Hitachi Replication Manager All All All All

Application Hitachi Tiered Storage Manager All All All All

Application Hitachi Tiered Storage Manager All All All All

Application Hitachi Tuning Manager All All All All

Application Hitachi Tuning Manager All All All All

Operating System Linux Linux Kernel - All All All
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Operating System Linux Linux Kernel - All All All

Operating System Linux Linux Kernel - All All All

Operating System Microsoft Windows - All All All

Operating System Microsoft Windows - All All All

Operating System Oracle Solaris - All All All

Operating System Oracle Solaris - All All All

References

Reference

Multiple Vulnerabilities in Hitachi Command Suite and Hitachi Infrastructure Analytics Advisor: Software Vulnerability Information: Software: Hitachi

Software Vulnerability Information: Software: Hitachi

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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