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Certain NETGEAR devices are affected by CSRF. This affects WAC120 before 2.1.7, WAC505 before 5.0.5.4, WAC510 be
| |

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type

Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System
Hardware
Hardware
Operating System
Operating System

Hardware

Vendor Product Version Update Edition Language
Netgear Wac120 - All All All
Netgear Wac120 - All All All
Netgear Wac120 Firmware All All All All
Netgear Wac120 Firmware All All All All
Netgear Wac505 - All All All
Netgear Wac505 - All All All
Netgear Wac505 Firmware All All All All
Netgear Wac505 Firmware All All All All
Netgear Wac510 - All All All
Netgear Wac510 - All All All
Netgear Wac510 Firmware All All All All
Netgear Wac510 Firmware All All All All
Netgear Wn604 - All All All
Netgear Wn604 - All All All
Netgear Wn604 Firmware All All All All
Netgear Wn604 Firmware All All All All

Netgear Wnap210 v2 All All All
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Hardware Netgear Wnap210 v2 All All All
Operating System Netgear Wnap210 Firmware All All All All
Operating System Netgear Wnap210 Firmware All All All All
Hardware Netgear Wnap320 - All All All
Hardware Netgear Wnap320 - All All All
Operating System Netgear Wnap320 Firmware All All All All
Operating System Netgear Wnap320 Firmware All All All All
Hardware Netgear Wnd930 - All All All
Hardware Netgear Wnd930 - All All All
Operating System Netgear Wnd930 Firmware All All All All
Operating System Netgear Wnd930 Firmware All All All All
Hardware Netgear Wndap350 - All All All
Hardware Netgear Wndap350 - All All All
Operating System Netgear Wndap350 Firmware All All All All
Operating System Netgear Wndap350 Firmware All All All All
Hardware Netgear Wndap360 - All All All
Hardware Netgear Wndap360 - All All All
Operating System Netgear Wndap360 Firmware All All All All
Operating System Netgear Wndap360 Firmware All All All All
Hardware Netgear Wndap620 - All All All
Hardware Netgear Wndap620 - All All All
Operating System Netgear Wndap620 Firmware All All All All
Operating System Netgear Wndap620 Firmware All All All All
Hardware Netgear Wndap660 - All All All
Hardware Netgear Wndap660 - All All All
Operating System Netgear Wndap660 Firmware All All All All
Operating System Netgear Wndap660 Firmware All All All All
Reference Source

Security Advisory for Cross Site Request Forgery on Some Wireless Access Points, PSV-2018-0096 | Answer | NETGEAR Support  CONFI
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NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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