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SAML 2.0 functionality in SAP NetWeaver AS Java, does not sufficiently validate XML documents received from an untrust:
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Risk And Classification

Problem Types: CWE-611

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Sap Netweaver 7.20 All All All
Sap Netweaver 7.30 All All All
Sap Netweaver 7.31 All All All
Sap Netweaver 7.40 All All All
Sap Netweaver 7.50 All All All
Sap Netweaver 7.20 All All All
Sap Netweaver 7.30 All All All
Sap Netweaver 7.31 All All All
Sap Netweaver 7.40 All All All
Sap Netweaver 7.50 All All All
Sap Netweaver Application Server Java 7.20 All All All
Sap Netweaver Application Server Java 7.30 All All All
Sap Netweaver Application Server Java 7.31 All All All
Sap Netweaver Application Server Java 7.40 All All All
Sap Netweaver Application Server Java 7.50 All All All
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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