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Summary

CVE CVE-2018-25042

State PUBLIC

Assigner cna@vuldb.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-06-17 13:15:00 UTC

Updated 2022-06-29 13:48:00 UTC

Description A vulnerability classified as critical has been found in uTorrent. This affects an unknown part. The manipulation leads to memory corruption. It is possible to initiate the attack remotely. It is recommended to upgrade the affected component.

Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bittorrent Utorrent - All All All

References

Reference Source

Login required MISC

uTorrent apps vulnerable to remote code execution, information disclosure MISC

1524 - utorrent: various JSON-RPC issues resulting in remote code execution, information disclosure, etc. - project-zero - Monorail MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |
Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY

https://cve.report/
https://cve.report/CVE-2018-25042/mitre
https://cve.report/CVE-2018-25042/nist
https://cve.report/CVE-2018-25042/cve_org
https://cve.report/api/cve/CVE-2018-25042.json
https://cve.report/CVE-2018-25042.pdf
http://cve.report/vendor/bittorrent
http://cve.report/software/bittorrent/utorrent
https://vuldb.com/?id.113805
https://www.scmagazineuk.com/utorrent-apps-vulnerable-to-remote-code-execution-information-disclosure/article/746248/
https://bugs.chromium.org/p/project-zero/issues/detail?id=1524
https://www.cve.org/CVERecord?id=CVE-2018-25042
https://nvd.nist.gov/vuln/detail/CVE-2018-25042
https://cve.report/
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