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Summary

CVE CVE-2018-25047

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2022-09-15 00:15:00 UTC

Updated 2023-03-03 20:00:00 UTC

Description In Smarty before 3.1.47 and 4.x before 4.2.1, libs/plugins/function.mailto.php allows XSS. A web page that uses smarty_function_mailto, and that could be parameterized using GET or POST input parameters, could allow injection of JavaScript code by a user.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Debian Debian Linux 10.0 All All All

Application Smarty Smarty All All All All

Application Smarty Smarty All All All All

References

Reference Source Link Tags

Release v3.1.47 · smarty-php/smarty · GitHub MISC github.com

smarty_function_mailto - JavaScript injection in eval function · Issue #454 · smarty-php/smarty · GitHub MISC github.com

870100 – (CVE-2018-25047) <dev-php/smarty-4.2.1: javascript injection in mailto function MISC bugs.gentoo.org

[SECURITY] [DLA 3262-1] smarty3 security update MLIST lists.debian.org

Smarty: Multiple vulnerabilities (GLSA 202209-09) — Gentoo security GENTOO security.gentoo.org

Release v4.2.1 · smarty-php/smarty · GitHub MISC github.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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Legacy QID Mappings
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