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CVE CVE-2018-3070
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-07-18 13:29:00 UTC
Updated 2019-10-03 00:03:00 UTC
Description Vulnerability in the MySQL Server component of Oracle MySQL (subcomponent: Client mysqgldump). Supported versions th

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 12.04 All All All
Operating System Canonical Ubuntu Linux 14.04 All All All
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 8.0 All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Insight - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Oncommand Workflow Automation - All All All
Application Netapp Snapcenter - All All All
Application Netapp Snapcenter - All All All
Application Netapp Storage Automation Store - All All All
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Application Netapp Storage Automation Store - All All All
Application Oracle Mysql All All All All
Application Oracle Mysal All All All All
Application Oracle Mysql All All All All
Reference

Oracle MySQL Server Multiple Security Vulnerabilities

CPU July 2018

MySQL Multiple Flaws Let Remote Users Access and Gain Elevated Privileges, Remote Authenticated and Local Users Deny Service, and Re
[SECURITY] [DLA 1566-1] mysql-5.5 security update

July 2018 MySQL Vulnerabilities in NetApp Products | NetApp Product Security

Red Hat Customer Portal

USN-3725-1: MySQL vulnerabilities | Ubuntu security notices

USN-3725-2: MySQL vulnerabilities | Ubuntu security notices

CVE Program record

NVD vulnerability detail
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296090 Oracle Solaris 11.4 Support Repository Update (SRU) 5.1.3 Missing (CPUJAN2019)

690582 Free Berkeley Software Distribution (FreeBSD) Security Update for mysgl (909be51b-9b3b-11e8-add2-b499baebfeaf)
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