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CVE CVE-2018-3214
State PUBLIC
Assigner secalert_us@oracle.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-10-17 01:31:00 UTC

Updated 2022-06-27 17:27:00 UTC

Description Vulnerability in the Java SE, Java SE Embedded, JRockit component of Oracle Java SE (subcomponent: Sound). Supporte
] i

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Canonical Ubuntu Linux 16.04 All All All
Operating System Canonical Ubuntu Linux 18.04 All All All
Operating System Canonical Ubuntu Linux 18.10 All All All
Operating System Debian Debian Linux 8.0 All All All
Operating System Debian Debian Linux 9.0 All All All
Application Hp Xp7 Command View All All All All
Application Oracle Jdk 1.6.0 update201 All All
Application Oracle Jdk 1.6.0 update_201 All All
Application Oracle Jdk 1.7.0 update191 All All
Application Oracle Jdk 1.8.0 update182 All All
Application Oracle Jdk 1.6.0 update_201 All All
Application Oracle Jdk 1.7.0 update191 All All
Application Oracle Jdk 1.8.0 update182 All All
Application Oracle Jre 1.6.0 update201 All All
Application Oracle Jre 1.6.0 update_201 All All
Application Oracle Jre 1.7.0 update191 All All
Application Oracle Jre 1.7.0 update 191 All All
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Application Oracle Jre 1.8.0 update182 All All
Application Oracle Jre 1.8.0 update_182 All All
Application Oracle Jre 1.6.0 update_201 All All
Application Oracle Jre 1.7.0 update_191 All All
Application Oracle Jre 1.8.0 update_182 All All
Application Oracle Jrockit r28.3.19 All All All
Application Oracle Jrockit r28.3.19 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Desktop 6.0 All All All
Operating System Redhat Enterprise Linux Desktop 7.0 All All All
Operating System Redhat Enterprise Linux Eus 7.6 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server 6.0 All All All
Operating System Redhat Enterprise Linux Server 7.0 All All All
Operating System Redhat Enterprise Linux Server Aus 7.6 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Server Eus 7.5 All All All
Operating System Redhat Enterprise Linux Server Tus 7.6 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Operating System Redhat Enterprise Linux Workstation 6.0 All All All
Operating System Redhat Enterprise Linux Workstation 7.0 All All All
Application Redhat Satellite 5.6 All All All
Application Redhat Satellite 5.7 All All All
Application Redhat Satellite 5.8 All All All
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No vendor comments have been submitted for this CVE.

Legacy QID Mappings

378139 Virtuozzo Linux Security Update for java-1.8.0-openjdk-javadoc-zip (VZLSA-2018:2942)
378162 Virtuozzo Linux Security Update for java-1.7.0-openjdk (VZLSA-2018:3409)

378207 Virtuozzo Linux Security Update for java-1.8.0-openjdk-headless-debug (VZLSA-2018:2943)
501207 Alpine Linux Security Update for openjdk7

501216 Alpine Linux Security Update for openjdk8
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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site. This site includes MITRE data granted under the following license.
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