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Summary

CVE CVE-2018-3574

State PUBLIC

Assigner product-security@qualcomm.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2018-09-19 14:29:00 UTC

Updated 2018-11-08 19:53:00 UTC

Description In all android releases (Android for MSM, Firefox OS for MSM, QRD Android) from CAF using the linux kernel, userspace can request ION cache maintenance on a secure ION buffer for which the ION_FLAG_SECURE ion flag is not set and cause the kernel to attempt to perform cache maintenance on memory which does not belong to HLOS.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Google Android - All All All

Operating System Google Android - All All All

References

Reference Source Link Tags

kernel/msm-4.9 - Unnamed repository CONFIRM source.codeaurora.org Patch, Third Party Advisory

September 2018 Code Aurora Security Bulletin - Code Aurora CONFIRM www.codeaurora.org Patch, Third Party Advisory

kernel/msm-4.4 - Unnamed repository CONFIRM source.codeaurora.org Patch, Third Party Advisory

kernel/msm-3.10 - Unnamed repository CONFIRM source.codeaurora.org Patch, Third Party Advisory

BlackBerry powered by Android Security Bulletin – June 2018 CONFIRM support.blackberry.com Third Party Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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